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...being an essay on the economic...

Tsuyoshi enjoyed his work. Quite often he came across bits and pieces of videotape that were of
archival interest. He would pass the images on to the net. The really big network databases, with their
armies of search engines, indexers, and catalogs, had some very arcane interests. The net machines would
never pay for data, because the global information networks were non-commercial. But the net machines
were very polite, and had excellent net etiquette. They returned a favor for a favor, and since they were
machines with excellent, enormous memories, they never forgot a good deed.

[...]

“I'm not a gangster at all. I never do anyone any harm.”

“Oh no?!” Louise glowered at him. “Listen, pal, [ know a lot more about your set-up, and your
kind of people, than you think I do. I've been studying your outfit for a long time now. We computer
cops have names for your kind of people. Digital panarchies. Segmented, polycephalous, integrated
influence networks. What about all these free goods and services you're getting all this time?”

She pointed a finger at him. “Ha! Do you ever pay taxes on those? Do you ever declare that
income and those benefits! All the free shipments from other countries! The little homemade cookies,
and the free pens and pencils and bumper stickers, and the used bicycles, and the helpful news about fire
sales... You're a tax evader! You're living through kickbacks! And bribes! And influence peddling! And all
kinds of corrupt off-the-books transactions!”

Tsuyoshi blinked. “Look, I don’t know anything about all that. 'm just living my life.”

“Well, your network gift economy is undermining the lawful, government-approved, regulated
economy!”

“Well,” Tsuyoshi said gently, “maybe my economy is better than your economy.”

“Says who?” she scoffed. “Why would anyone think that?”

“It’s better because we're happier than you are. What’s wrong with acts of kindness! Everyone
likes gifts. Midsummer gifts. New Year’s Day gifts. Year-end presents. Wedding presents. Everybody likes
those.”

From “A Good Old-Fashioned Future” by Bruce Sterling (1999)

In “Maneki Neko”, the short story quoted above, the hapless hero Tsuyoshi wanders in
postmodern Tokyo without any clear goal, save for having agreed to deliver a package his wife
promised to get to a hotel. Neither he nor his wife know why they are delivering a basically
worthless cat figurine to someone they do not know, as a favor to a stranger. Led by his
“pokkecon”, an advanced personal digital assistant (PDA), he performs little chores on the way,
without having any real insight into the reasons and meaning of these either. Among other
things, he is instructed to buy a cup of coffee to a haggard-looking businessman, just because.
Little things, networked, led by no-one in particular, creating a remarkably efficient system of...
well. That’s the problem. It all seems... strange. Alien, even.

Notice that in more formal language, ‘essay’ stands for an attempt. An essay is never the
final word, but rather a way to handle a knotty and complex issue, where the tentative nature of
the essay allows for a certain tolerance when it comes to trying things out and testing ideas. This
is such an endeavor, cautious and provisional. Rather than being a careful analysis of a small
issue, it is an argument that circles several larger ones. It is an attempt towards a critique of
political economy, but rather than being an encyclopedic treatment it is far more of a rough
draft. Anthropological in scope, it is an essay on certain observed behaviors in a modern ‘tribe’
and the relation of these to prevailing ideas in the popular thinking of economy and the
existing critique hereof. On one level, this amounts simply to a description of a community that



just happens to exhibit certain oddities in their relation to economy, and the way in which an
understanding of them might require a more ‘primitive’ outlook. But on another level it can be
seen as a part in a larger argument regarding the hegemony of bourgeois capitalism and the
market economy in general. It deals with the question of the gift (Mauss 1924), the notion of
expenditure (Bataille 1933) and the primitive foundations of economy. In addition, it deals
with the joy of beating someone in a game, the sublime pleasures of software and the idea of a
‘new economy’. It is in this way an essay on economy, in a general sense.

Now, why economy? Central in writing this is the fact that economy has become one of
the few, if not the dominating paradigm of our age. Following public dialogue we can readily
observe how what was once an area of social life that one did not bring up in civil company has
now turned into a central part of the discourse. Other issues are often handled specifically
through the lens of this, a tendency sometimes called ‘economism’. Economy has become sexy
and inherently meaningful. One of the ways in which we can ascertain this can be found in
how economy has become part of the popular culture. Often neglected in the analysis of
society, popular culture can arguably show us exactly what it is we are, in fact, talking about.
Today, business and economy is a spectator sport. The move towards this could be sensed
during the gay 80’s, when “Wall Street” was a box-office hit, and accounts of investment
banking could be found on bestseller lists. During the slump that followed, this movement
waned a bit, only to boom and boom again during the later part of the ‘90s. Now we can
choose freely among glossy magazines dealing with the allure of business, and television
channels can devote themselves entirely to following the markets. Semi-fictional business books
are hot again and entrepreneurs give the best parties. We can follow the economy through any
and every medium, including but not limited to getting up-to-the-minute market data sent to
your mobile phone or PDA. Central business figures are in the media followed with the
reverence formerly lavished on movie stars, musicians and good-looking members of royal
houses. Today, rappers can sing about their economic rather than their sexual prowess - where
the Rolling Stones sang about liking rock 'n roll, Juvenile and the Cash Money Millionaires
profess their love of the “bling-bling” and rap about how much their necklaces cost (“Man, I got
the prize of mansion / Round my neck and wrists”). Today, one can do economy like one
would music or fashion, follow it, live it vicariously. We play the markets, in a very real sense,
and the casual observer can very well have problems separating the sport scores from stock
tickers. A similar case could be made about other areas of the public conversation, and e.g.
Frank (2000) has argued that ‘the economy’ and ‘the market’ today gets to represent ‘the
people’ and ‘the will of the people’ in a way that would have seemed inane just a few decades
ago. Markets vote, markets make decisions and markets contain the fountain of knowledge
from which justice and liberty for all can be obtained. Where we had politics we now have
economy. Economy is omnipresent, and - assumedly - the same goes by logical extension for
the market. The idea that one today could refer to anything besides the market when discussing
economy is seen as more or less ludicrous.

Still, we know that the Western, capitalist version of the market economy is not the
only possible economic order. We know of different tribal economies, of cultural variations, of
primitive economies; a thousand attempts. What differentiates these from modern capitalism is
simple, both in the eyes of the latter’s proponents and its discontents. It won. Marx, among
many others, lost. This is at least the simple explanation given by CEOs firing people for
pennies more to the stockowners, to anyone silly enough to ask. “It’s the economy, stupid!”



Bourgeois society is the most developed and the most complex historical organization of
production. The categories which express its relations, the comprehension of its structure, thereby
also allow insights into the structure and relations of production of all the vanished social
formations out of whose ruins and elements it built itself up, whose partly still unconquered
remnants are carried along within it, whose mere nuances have developed explicit significance
within it.

Marx in Grundrisse, quoted in Yang (2000)

It is a relatively usual assumption. We still view economy as something akin to Hobbes
nihilistic primal situation, one where homo homini lupus and life has “No arts; no letters; no
society”. Specifically, this is the crude view of economic competition on a meta-level, one where
one economic system (i.e. capitalism) by necessity must dominate and engulf others. And as
capitalism so clearly has been successful, other systems are almost automatically viewed as
weaker and less fit. It is a stunted view of the evolution of economy, one where the strongest of
the stupid animals is seen as a conqueror, much as the Tyrannosaurus Rex is now idolized as
the prime dinosaur. In a way that is strangely sympathetic to Marx, we see capitalism and the
way it makes everything economy as the most developed form of this economy. Alternatives are
juxtaposed against this, and usually found lacking, if sometimes aesthetically pleasing. In Marx
analysis, bourgeois capitalism was simply too efficient a system to be anything besides
conquering, and his hope lay not in developing a better economy, but in showing the brutality
of this efficiency. It is thus not without reason that Marx now, in this era of the NASDAQ,
experiences a revival as an analyst of economy (Wheen 1999).

Economic orders that differ from capitalism are usually/popularly viewed either with
condescension or with sympathetic concern (cf. Castells 1996). Broadly speaking, they can from
the perspective of capitalism be divided into two groups, dysfunctional and undeveloped. The
latter group consists of such economies that are stuck in what is thought of as an earlier form of
economy, such as peasant economies. These are perceived as basically capitalist, merely lacking
in infrastructure or, in some cases, resources. The dysfunctional group consists of economies
that are developed, i.e. materially reminiscent of capitalist economies, but function with
markedly different logics. Planned economies and kleptocracies are often perceived as
belonging to this group. From the viewpoint of capitalism, there exists a true economy that can
be attained, and there exists perversions of it. E.g. socialist economies are often viewed with a
distinct superciliousness, as it from a capitalist perspective is clear that they have opted for a
model that stands at odds with the true logic of economy, which surprisingly is synonymous
with the capitalist logic. Primitive economies sometimes fare a bit better, as they are often
viewed with sympathy (and some entrepreneurial spirit on behalf of the observers). They also
have the benefit of being charming and decidedly unthreatening. Among those economic logics
that are viewed with amusement rather than disdain rank those that are based on ideas of
kinship and other ‘archaic’ logics. Although kinship relations are sometimes viewed as
exogenous and disturbing factors in what could be a ‘good’ market economy, they are often
viewed as an inevitable part of economy in certain societies. As for gift economies, i.e. economic
orders that are founded on the exchange of gifts rather than the exchange of commodities,
these are seldom if ever referred to as anything besides a charming archaic custom. When
contrasted with capitalism, there often remains an implicit assumption that both types will
convert to market economies, in time either through natural development or through collapse.

An interesting challenge to such a view is presented in Russia’s Economy of Favours
(Ledeneva 1998). We are here presented with an ethnography of the blat, a phenomenon that is



shown to have a tremendously important place in Soviet and post-Soviet economic behavior.
Simply stated, the blat refers to the use of social relations to complement the prevailing,
centralized mechanisms of distribution. It can be seen as a particular form of a gift economy,
where influence gained through social practices can be used within the economic sphere. As
access to resources was stratified, the blat developed as a way to organize this stratification in a
dynamic fashion, through the use of sociality rather than the marketplace. Favors and counter-
favors replace the economic logic of the market, and in Ledeneva’s analysis form a stabilizing
structure to the often stifling inefficiencies of centralized planning. Social networks, which form
independently, proved to be a pragmatic way of accessing what would otherwise have remained
within a closed sphere of the ‘purely economic’. The same processes have then carried over into
the market economy of the post-Soviet era. In both cases, blat serves as a way to subvert
totalizing economic systems, and although we could moralize about the shortcomings of such
subversions, blat can be shown to be a fascinatingly sturdy economic order. This concurrent
existence of a hegemonic economic order (planned or market) and an informal network of
economic behavior with a wholly different logic is an example of what Yang (2000) has referred
to as economic hybridity. Following the feminist critique of Gibson-Graham (1996), where ‘global
penetration of capitalist logics’ is viewed as too dominant a trope in the face of how differing
economic forms can and do co-exist, she tries to show how market economies can
metaphorically ‘hide’ alternative forms. In this perspective, economic orders are often
constructed from a variety of logics, only some of which follow the laws of the markets. The
discourse of communist economy hid the fact that Soviet in one sense was the epitome of the
market - a state where individual entrepreneurship (through e.g. the blat) was a necessary part
of everyday life - and the discourse of market economy hides the fact that post-Soviet economy
is still controlled by an oligarchic use of the blat. Hybridity is thus a strategy to analyze both
capitalism and the critique of the market economy. Through questioning hegemony on an
ontological level, it could be a critique that transcends trivial politicization and instead focuses
on the functioning of economy in general. By working with the idea of co-existence of several
economic logics, the simplified and too easily vilified view of the markets as encompassing all
could possibly be enriched.

Critiques of the prevailing state of economy, the hegemony of the market and the
‘triumph’ of capitalism are not particularly rare (cf. Lash & Urry 1987). Beginning with Marx,
an artificial but accepted historiographic starting point, capitalism and the market has been
critically appraised by a number of writers during the years. One specific strand of this is of
interest here, namely the (predominantly French) discussion on capitalism from an ‘outside’
perspective. A starting point for this was the work of Marcel Mauss, particularly his The Gift
(1924/1990). This can be read in a number of ways, but in one sense it is an argument on the
origins of economy. The usual setup in this discussion was (and in a sense still is) the opposite
views of Adam Smith and Karl Marx. The former saw economy as grown out of a primitive
market, evermore sophisticated, whereas the latter thought these origins to have been an early
utopia of communist togetherness, later corrupted. Mauss criticizes both, and instead presents
us with gifts. Archaic man, says Mauss, didn’t have markets or communes but gifts as their ‘total
social phenomenon’, giving as an ordering principle. The birth of economy lies not in the
maximization of Smith, nor in the selflessness of Marx. Instead, it lays in the social act of gifts
and counter-gifts, primitive phenomena of reciprocity out of which trade and contracts have
later grown. Gifts are viewed as both the root of the market economy (in one contingency) and
a position outside it, and in later readings this position got to be one from where an attack on

capitalism can be launched (cf. Schrift 1997).



Picking up where Mauss left off, thinkers as varied as Georges Bataille (1933,
1967/1991), Marshall Sahlins (1972), Claude Lévi-Strauss (1949/1969), Jean Baudrillard
(1981, 1993), Jacques Derrida (1992) and Pierre Bourdieu (1990) have followed suit in
analyzing the role of the gift. What is particular about the gift is that it sets up a system of
reciprocities that is wholly alien to the idea of unrelated actors meeting in a marketplace.
Following from this, it is relatively easy to juxtapose gift economy with capitalism, in order to
show the weaknesses of the latter - the atomistic view of the exchange, its antisocial nature etc.
As a body of critique, these approaches share the aforementioned ‘outsider’ perspective.
Implicit in all has been the idea of capitalism as an isolated sphere, with gift economies as
something qualitatively different. They also share in the tension that exists between Marxist
views of economy and the analysis of consumption that can be traced from Mauss through
Bataille and which finds itself in a radical cul-desac in the work of Baudrillard. Marxists,
particularly structuralist such, have been accused of reductionism through their focus on
‘modes of production’, arguing that economy is a question of production. Such a view might be
applicable to all economies, but as among others Baudrillard (1981) has argued, it does not
explain how economy becomes meaningful or symbolic. Studying the symbolic nature of
economy, he claims that at least post-industrial economies instead have consumption as the
basis of the social order. What gift-exchange does is that it in a sense transcends this. Relations
in a gift economy are not merely material, but embedded into the social sphere on the whole.
Whereas a meeting on the market normally is a consumer relating with a producer, the same
does not hold for the exchange of gifts. Here, production and consumption are intermingled,
both parties producing and consuming at once. Compared with a vulgar view of the market,
gift-exchange becomes strictly alien. If we take the blat as an example: Using favors to get hold
of e.g. building materials, we do not see the simple exchange of one unit of favor for a specified
amount of material. Rather, the participants in this exchange re-produce their relation, shifting
the balance of reciprocities somewhat - strengthening their relation instead of annulling it. The
materials that shift hands are not merely something that will be consumed, but part of a larger
chain of interaction. Using favors is simultaneously to consume and produce them, a process
very much unlike the clear-cut functions of the assumed ideal market. Such fundamental
foreignness questions the logic of the market, but additionally it begs the question whether
such behavior is truly alien to it or if this merely is a hidden aspect of the same. The
outside/inside distinction might be difficult to uphold.

Gibson-Graham (1996) has called for an analysis of global capitalism that would
enhance our understanding of its margins. Based on this idea, that the usual theoretical
languages used for explaining capitalism are selfjustificatory and present it as inevitable and its
movement as unalterable, we should seek new ways of portraying economic behavior -
particularly hidden such. One arena for doing just this would, and should, be the ‘new
economy’. As advances in technology have created what in many quarters is referred to as a
‘revolution’ for business, it would seem that capitalism has found yet another vista to colonize.
Companies have made immense fortunes through this new technology, and more than one
political pundit has in the ‘net seen the final victory of the unbridled market with capital
roaming free, without limitations or boundaries. And it is towards this I will turn, and it is in
the margins of this networked society that I found my alien economy - the warez scene.

This text thus deals with happenings in the meeting and hybridization of economy and
technology. It is not a text on the new technologies of the ‘internet age’ as such, nor is it a text
on economy as something metaphysical. Instead, it is a discussion on what happens in the
interface between technologies - economic, social and technological technologies - where some



are more material than others. In the example I will present, new technologies have created a
very particular (some would say peculiar) instance of economy, one that some would like to call
‘new’. But my discussion will not concentrate on this perceived ‘newness’. That technologies
have effects on economic behavior is almost tautological, and that technologies with as much
potential as computers and information networks will have great effects on, well, everything, is
s0 too. So the driving force in my arguments will not be that there have been changes, as there
a) always are, and b) these have been discussed at length elsewhere. Instead, I have chosen to
focus on a particular phenomenon, that of the gift. The thesis put forth here is that as
technologies have made specific forms of production and distribution more tenable, the notion
of the economic must be extended accordingly. New technologies make more economy
possible, and although I don’t see the economic behavior discussed here as particularly new and
I do not dwell on this development of economy as much as some might like, I still acknowledge
the dynamic potential of technology. I will try to downplay the technological in the following
not because I do not find it interesting, but because I think focusing on it draws our interest
away from something more fundamental. And this is a possibility that should not be left
unstudied. As a final nota bene I wish to state that I am fully aware of the numerous other paths
my discussion of this strange little world could have taken. The role of any science, social or
otherwise, is to clarify one aspect of a phenomenon whilst rekindling interest in others. |
actually hope that people will find avenues they feel should have been pursued further in this
text. That would mean that this essay has managed to achieve one of the overarching goals of
science, to make people think...



I
INTRODUCTION

OXYGEN RELEASES SOUND FORGE

Sound Forge 4.5h is an excellent wave editor, meaning that as a program it is very well
suited to handle and manipulate waveforms. If this sounds unintelligible, it is basically just a
complicated way to say that it is a program designed to help you play around with those pings,
blips and ‘You've got mail’-sounds that your computer uses to communicate with you. You can
also use it to work with certain music files, and since it is a program for professionals, this is
what it is primarily used for - music and sound effects. It has what is affectionately referred to
as ‘tons of features’, and is extremely versatile once you learn to use it, a process that can easily
take a couple of months. For the average person it is not particularly useful, simply because it is
a specialized software package and not primarily designed for doing things the easy way. It is
also a tad on the expensive side, retailing for about $500 in the stores. If you have to pay for it,
that is. Normally people do pay for such programs, and the normality of doing so is so
ingrained in our society that the production and sale of this kind of digital information is a big
part both of the economy in general and specifically so in the so-called ‘new economy’.

You could also get it for free over the net, if you know how to do such illegal things. I
do and I have. A group of dedicated people have, for reasons best know to themselves, released
their own version of the same program, one where all those pesky copy-protection functions
have been disabled. This is actually no mean programming feat, as most commercial software
houses will do their very best to make such manipulation impossible. It is not without peril,
either, as the same software houses are often happy to sue any and all persons found messing
with their intellectual property. They will call it software piracy, and claim that they are
seriously disadvantaged by such goings-on. They will also call it theft, and this we know to be the
direct opposite to ordered and generally approved economic activity.

This notwithstanding, there are manipulated versions circulating in certain groupings,
versions that have all the functionality of the original and the added function of being free.
Since I have a modicum of knowledge about the distribution of such versions, it wasn’t all that
hard to find a link on a web page that led me directly to a file named o-sf45h.zip. This
compressed file contains two files that are of interest right here. Naturally, there is the program
file that enables you to set the program up on your computer. Without such a file none of this
would be particularly interesting. But there are also a couple of textAfiles appended to this
program, and it is to one of these that I will now turn.

On the opposing page I have placed the text from what in the vernacular of the
originating community is known as an NFO-file. Unsurprisingly, this stands for iNFOrmation,
and serves as a kind of manifesto for the release/program version. The text is originally
rendered in ASCII, so the version you see is slightly different from the original. I have also
erased some empty lines and redundant graphics in order to make the text fit a single page,
something I wish to apologize to ‘UniSOn_’ for. All the information contained in the original
file is present, though. According to my computer, the file is dated August 26th 2000.
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SURFN'TURF

Before we get to immerse ourselves in the intricacies of this file, the question of where I
came upon it should maybe be addressed. I didn’t find it accidentally, but neither did I go
searching for this particular piece of software, this particular file. I do not know the persons
who have prepared these files, and they most certainly aren’t my creations. Rather, I have a fair
working knowledge of what could be called the surface of the computer underground, those
points in cyberspace where the assorted debris of this loose network of misbehavior appears.
Although my connections to the inner circles of these networks are tentative at best, I kind of
know how to look. I rarely make the simple mistakes newbies do, I know how to behave myself
and I have a certain feeling for whether I'm on track or not. Another way to put this would be
to say that I have patience and too much time on my hands. These networks move all the time,
and one can almost see the decay in their manifestations. All that is solid melts into air. Down
in the networks you can’t hold up a solid front for long when what you do is so clearly illegal.
Instead, you move, route around.

[ found the file I'm referring to on a web page. Which one doesn’t really matter, as it
almost certainly is 404 (the code for a non-existent page on the www) by the time I write this.
On this web page there was a link to a file, placed on one of the free webspace-services on the
net. I clicked the link, and a few minutes later had the file in its entirety on my hard drive. One
address and one click, and that’s about all it took to get hold of a top-of-the-line wave editor for
free. Gratis, without paying anybody a dime, last of all $500 to Sonic Foundry. Efficient as hell.
Really lives up to the promises made about the new economy. And the thing is, it works just as
well. Somebody has put a lot of effort in making this program available for free, ignoring legal
standpoints and incurring costs in the process. At the very least, the party has dedicated a fair
amount of his or her time to make it possible for me to try out a fancy piece of software.

Not only has someone gotten hold of the original issue of the program, possibly even
paying for it, but someone has gone through the trouble of removing any protection there
might be embedded in this. Then this someone has taken out the necessary files for a
functioning program, leaving out needless filler and packaged this in a handy parcel. And then
someone has taken the time to distribute it and distribute it further. All this adds up to the
simple fact of me getting something for nothing. And the aforementioned getting nothing for
quite a lot. This does not seem economical, at least not in the usual sense.

It does seem a bit odd that it is possible for me to get this kind of proverbial free lunch.
But this is not half as odd that there obviously are people out there doing there darndest to
serve me this lunch in the most efficient manner, and devoting a lot of resources to do so.
Fortunately they've left a note, a short (9329 bytes, originally) message so as to tell me/us who
lies behind this act of kindness towards strangers. We shall now look at this note a bit closer.

A MESSAGE FROM OXYGEN!

Due to the density of data contained within it, the file seems to be a self-contained
whole, designed to contain all the information that ‘belongs’ to this particular release. In a
sense it feels like a table of contents for the program, in its present guise. It might or might not
be important that it is entitled oxygen.nfo and not e.g. soundforge45h.nfo. If we read it in parts,
starting from the top, we can find the following:

The header/lead-in is a fine piece of ASCll-art. The stylized rendering of e.g. the groups
name using only signs that computers universally can display is a cultural form unto itself.
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Although it seems like a childish scribble, the execution of such headers is rather difficult,
particularly when one layers the text. If you look at the header from a distance, you can observe
how the ‘e’ is designed to mesh with the capital ‘N’ in a way that gives it an almost three-
dimensional appearance. The group has obviously wanted to make it clear that this is an
OxYGeN production, as the first thing you see when you open the file is this oversize and
exaggeratedly complicated logo. But as I said, ASCll-art is its own scene, and we should maybe
only note the aesthetic sensibilities present in wanting to adorn a brief informational notice in

this way. The header ends with an intro: OxYGeN-PRESENtZ.

The first box holds the name of the program and a series of informational statements.
We learn that a person called HaRdLoCk has acted both as cracker, supplier and packager for
this particular release. This is then the person I should thank, I guess. The information also
includes statements to what the program does (Wave Editing) and the homepage for the
original producer of the software (http://www.sonicfoundry.com/). In addition to this we learn
that the program retails for $499 and that this release of the program consists of one file of
9000 kB. Finally, we get REL# 118, which seems to mean that this is the 118" release from
OxYGeN. As a group, probably counting from when they started. So they have gone through
the process described above 118 times. That’s a lot of work and a whole lot of software. Of
course, it could just be some internal code and mean nothing at all.

When we continue on to the second box we get more specific information about this
release. And a short promotional message that tells us that this is a good program, followed by a
note urging us to buy the product if we “keep using it”. The latter could be read in several
different ways. It might be an attempt to work in a legal loophole, a disclaimer, with the way it
tries to hide the copyright infringements inherent in making a program ‘try-before-you-buy’. It
could also be read as a moral statement about the position the releaser wishes to take towards
the software industry. However we wish to interpret it, it acknowledges the moral issues present
in releases such as this. OxYGeN knows that people could go on using their release indefinitely.
And they know this to be illegal. The second box is in a way continued in the third box, where
information about how one should install the program is given, complete with a warning about
a bug. Note the professional tone in the last sentence: “...and we are satisfied that this is not
crack-related”. Obviously this is a matter of some professional pride, seeing to that the release
functions as well (or as badly) as the original version.

Greetings to others figure in the fourth box. Naturally, we cannot know (but perhaps
guess) this beforehand, but the names alluded to here are those of other groups engaged in
similar activities. Cheating just a bit, I can say that BLiZZARD happens to be a release/cracking
group, Phrozen Crew maybe the finest cracking-crew operating right now and Radium is a
legendary release group in the field of audio software. The listing of these is probably (an
educated ethnographic guess) a way to show allegiance and cooperation between different actors
in this particular social setting. A similar listing is present in the next box, where the roster of
OxYGeN-members is shown. With their odd aliases, and even odder groupings, these are the
people that forgo other uses for their time, knowledge and money to supply the end-user (me)
with software. Being listed here is probably important, as this seems to be the way in which we
can learn who the people behind this version of the program are.

News, as they are presented here, really don’t seem to tell us all that much. “We are
back after a few weeks break from the scene.” Rather trite. Or maybe it tells us a lot? Usually, we
focus so hard on finding the special and the scandalous that the particulars inherent in
mundane statements such as this pass us by. The return to the “scene” is obviously important
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enough to broadcast in this way. One could wonder if it is so for the group itself or for some
imagined reader. Also, the fact that “a few weeks break” is significant suggests that this scene is
rather active. If you have to communicate the break on this level, we at least get the idea that
one normally engages in these interactions on at least a weekly basis. And maybe the most
suggestive thing, the allusion to the existence of a ‘scene’ points us towards a field of social
interaction that at least for OxYGeN has a nature of its own. It might in fact be that this is one
of the most telling parts of the document.

OxYGeN even leaves contact information, in the last real box of the NFO. The fact that
they explicitly have to point out that they do “NOT provide technical assistance” might
differentiate them from a normal purveyor of software, but to my mind it reads like a sort of
service agreement - ‘No shirt, no shoes = no service’. It is the law of movement; you can’t allow
yourself get burdened by what lies in the past. Obviously, once the program has left the hands
of the releasers, they no longer feel they have an obligation to help you use it. In a way it sounds
like a contract, with exceptions clearly stated. As in the case above, we can wonder why these
exceptions are so marked and whether this tells us something. Since they find they have to
address such issues they obviously have some idea about their responsibilities, and the limits of
these. There seems to be an implicit contract here. But what about?

The message ends with a timestamp for the last update and what could be understood
as a copyright notice. This has been a message from OxYGeN, informing the general public (?)
about their release of Sound Forge 4.5h.

TIMEO DANAOS ET DONA FERENTIS®

Even this simple enough transaction, OxYGeN releasing a program into the general
atmosphere of the computer underground and this trickling onto my hard drive, provokes a
series of questions. The normal string of questions in the (social) sciences apply: How, who,
what, where and why? In this case, the “‘Why?” question might be the most relevant. Why would
anybody go though all the trouble associated with doing this? But we can also wonder who the
people that would do such a thing are, and how they go about their ‘business’. What form of
interaction this constitutes might also be interesting. In addition, how they do whatever it really
is they do might interest some. Where these interactions take place might give further clues.

In this particular case, we can tentatively answer some of these questions. The reader
has to bear with me, as some of these questions can only be answered with some background
information, but I will here try to approach them with as little of this inside information as
possible. “Who!” as we've seen, is a simple question. They've pasted it over everything, so we
know that we’re dealing with a group that calls itself OxYGeN. Who they are in real life
probably doesn’t matter. For them, in doing this, they are OxYGeN. That’s what people know
them as, that’s how they exist in this world. But why have these people decided to form a
group! Why not just do what they do as individuals, so that this would be a release by
HaRdLoCk? That there is a reason to do this should be obvious, as it seems that just that
individual has done all work for this particular release. To assume that s/he is a part of a group
by mistake would be a rather precarious step. From the way HaRdLoCk is portrayed in the
NFO we learn some things about how this kind of undertaking works. There has to be someone
who ‘cracks’, somebody who ‘supplies’ and someone who ‘packages’. If we look further down
on the NFO-page, we also find job-descriptions such as ‘siteOP” and ‘courier’. The latter seems
to refer to some form of distribution (as the word is normally used), and the former generically
stands for site operator, i.e. someone who operates a site on the net. What all this means is still
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a bit murky, although we have some indication that there are people that engage in giving away
software for free, and have rather a complicated machinery/organization in place to do precisely
that. We also have some clues as to the fact that this is done in a quite efficient manner; things
such as the 118 claimed releases (if that is what the enigmatic REL# 118 stands for) and that a
few weeks is a meaningful absence from the “scene”. This scene is obviously some form of
‘Where! - if only in a mediated sense. But it is the question of “Why?” that is the real issue. If
we assume standard conceptions of rationality, OxYGeN’s release of Sound Forge is very
difficult to understand. Why on earth would anybody, let alone a group of obviously talented
computer aficionados, manipulate a program in this fashion and then just give it away? If they
were to make money on it, the matter would be different. Were I to know the people in
OxYGeN personally, and this would be done as a direct favor to me, it would hardly be
interesting enough to write about. But as the matter now stands it is a question of highly skilled
people devoting substantive amounts of time in order for a complete stranger to utilize
advanced software. And doing this for free.

This is my starting point. People doing things for free and giving the fruit of their labors
as gifts to total strangers. Were I to think that this is a total description of what has taken place
[ would probably be talking nonsense. Although people do irrational things quite regularly,
such irrationalities usually have far more structure and ordering than is implied by this
caricature of a description. And it is towards this structure and ordering that I will turn.

13



II

THE WAREZ SCENE

WAREZONIA

One could say I stumbled upon it by mistake. Lodged in the networks, the land of the
warez dudes didn’t seem like a ‘there’ to begin with. It has no natural beauty, and is
inhospitable to strangers. The inhabitants of this land have no official name for themselves, or
any of our institutions. There are no embassies. They know of the outside world, live in it and
find it amusing, but see little to gain by making themselves more known than they already are.
It is hard to estimate their number, as there are many who travel in these lands, but the tribe
itself seems to consist of just some thousands of persons, maybe ten thousand in all’. I call this
land Warezonia. It can only be reached through the screen of a computer. You can sometimes
hear the odd story or a brief mention about it from people who travel in these parts. A short
article by Thomas & Meyer (1990) presented a positive interpretation of Warezonian life, but
did not go far to describe it. They, the Warezonians, have been written about in some magazine
articles (Wired UK 3.02, Macworld 10/97), and given passing mention in some texts on the
internet cultures. One article on the ‘Noosphere’ (Raymond 1998) talks about Warezonia at a
bit more length, but this still amounts to but a paragraph or two. Usually they are referred to
parenthetically, alluded to as the bogey-men of the computer underground, lurking mortal
enemies to software and intellectual property. Neighboring tribes have been discussed
extensively; particularly Hackers (see Levy 1984, Sterling 1992, Taylor 1999). In addition much
has been made of the Pirates, the profiteers that Warezonians so habitually are confused with.
As for Warezonia itself, it is almost like the uncharted land of an only partially discovered tribe.

Well everyone knows that Prestige was an awesome force in 1996 with these guys earning many
accolades including the breaking of Tdu-Jam’s record for the maximum number of releases in a
month (35). Unfortunately some of these games where lacking in the quality stakes, but in
general Prestige has done one hell of a good job with excellent releases. But like every group
Prestige did have it’s ups and downs with some uncracked and non working releases but most
people have forgotten about those by now. Prestige is a kick ass group with a great reputation,
awesome sites and a nice courier crew. But weather if Prestige will be around in 1997 is another
story, the lost of a few important members

including their leader to Class won’t help.

Defacto 2; Premier issue, January 1997*

What then of the warez scene? First, what is the warez ‘scene’? The choice of words
might not be particularly important. The term scene is perhaps the most commonly used in the
internal discussions of the interactions in question. One could talk of a network, but to what
end? Network is more or less just a word we use as an abbreviation of organized interaction in
general, and thus often contains little more than a rhetorical flourish through an association
with particular technological or organizational solutions. Another popular expression is the
underground, and although this might be a better expression it isn’t very informative in itself.
The warez scene could perhaps be described as a sub-culture. Sub-cultures are often viewed as
consisting of groups of people who exhibit strong social bonds due to highly similar interests.
Typical versions would be semi-organized resistance in organizations and gatherings of fans
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(such as Trekkers). What defines a sub-culture is often that the shared norms and values it
exhibits are the raison d’étre for it, so that the motive for formation is primary and the
structuring secondary. On the warez scene, this becomes a tad more complicated. So sub-culture
is not very good either. Other words are sometimes used, including the theatrical “Brotherhood
of Warez” (the name of a modestly popular, now defunct/dormant zine), but none as often and
as commonly as the ‘warez scene’.

Also you may think RAZOR released DRIVER before ORIGIN. well they did. But there version
does not count. Why? Well for many reasons but the biggest is that they used the German
executable from the german version by BLH as a crack. As they had no crack of their own. This
resulted in their version having GERMAN text in the game, where there should have been
ENGLISH. Thus their crack of DRIVER is not the FULL 100% English version. Also as this
crack was done by BLH for the GERMAN wersion, they needed permission to use it. Which
BLH now tell us they NEVER gave to razor! Thats becuase CLS actually cracked it for BLH,
and therefore they did not have the permission to give it to RZR anyway.

Now we could go on about how lame RZR are for having no english crack and also STEALING
a crack from another group. But we are not going to do that, all we are going to say is NUKE
the RZR release for being a GERMAN DUPE of the BLH release and accept the ORiGiN
release for being 100% english first working version and also its cracked by us and not STOLEN
like the RZR wversion. NUKE RZR!

Netmonkey Weekly Report (NWR); Issue LIX, September 26" 1999

Briefly described, the warez scene consists of groupings of people that compete in giving
away commercial software and the people who participate in this as either intermediaries or
‘fans’/consumers. This is organized in a concentric fashion, with the latter group forming the
fuzzy boundaries of the scene. At the center there is the hard core of the scene, consisting solely
of those who give software to others, with the aim of being the most efficient and overall best
provider of warez. The term ‘warez’, again, denotes programs, soft-ware, with the telltale zed in
the end being a form of shorthand for the computer underground (where odd spelling and
incongruous use of capital letters are if not de rigueur, then at least definitional).

Warez d00dz get illegal copies of copyrighted software. If it has copy protection on it, they break
the protection so the software can be copied. Then they distribute it around the world via several
gateways. Warex d00dz form badass group names like RAZOR and the like. They put up boards
that distribute the latest ware, or pirate program. The whole point of the Warez sub-culture is to
get the pirate program released and distributed before any other group. I know, I know. But don’t
ask, and it won’t hurt as much. This is how they prove their poweress [sic]. It gives them the right
to say, “I released King’s Quest IVXIX before you so obviously my testicles are larger.” Again
don’t ask...

Ozone Pilot quoted under the heading ‘warez d00dz’ in the Jargon Dictionary,
http://info.astrian.net/jargon/

(Note that this is from a hacker dictionary and therefore

somewhat prejudiced against the warez culture)

Of course, such a description of the warez scene scarcely begins to describe it. As in any
ethnography, the point would/should be to provide a “thick description” (Geertz 1973) of the
studied phenomenon in order to enable an understanding of it. Such a description would
entail a discussion of the norms and values of the studied culture, its language, rituals,
traditions and other cultural characteristics of this specific grouping of people. In addition such
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an analysis should contain descriptions of the material conditions of these social interactions as
well as any and all incidental information that can increase our understanding of the studied
society. Anthropology as a discipline has a long tradition of doing just this, but the problem
here is that the studied social structure doesn’t easily fit into the gathering of tribes, clans and
organizations that is normally the subject of the anthropological gaze. Instead, the scene is a
very loose network of behavior, kept in check more by an idea of rules and the correct way to
play the game than any clear organizing entity. We could even say that it more closely resembles
a religion or an ideology, although what is studied here is not the priesthood of such a structure
but its workings.

THERE IS NO THERE THERE

In the social sciences, much has been written about the problem of ‘being there’, with
actual presence often seen as the hallmark of a good study. Frequent and heated debate has also
raged concerning the problem of access. Different forms of access, or different conceptions
about what constitutes access, have been important in defining the form of study that has been
conducted. In my studies on the warez community, the initial problem was not the
transportation to the studied area or the gaining of access to materials. Instead it consisted of
realizing that there was such a community to be studied. Normally when we discuss a sub-
culture or a community we implicitly make the assumption that this is a clearly defined and
easily distinguishable grouping of people, often conveniently and stably located at an office or at
least on a defined geographical site. Not so with the Warezonians.

Warezonia is very hard, although not wholly impossible, to geographically delineate. As
it is a virtual community, and a highly distributed one at that, it lacks a clear space of activity. If
one reads other ethnographies that have been conducted on virtual societies, these have
normally focused on very tight and centralized structures. Examples of this would be the high
level of interest in MUDs (Multi-User Dungeons, by any other name) and similar forums.
Although these are not centralized when it comes to questions of power or access, they still are
rather stable structures in that the social interaction takes place at a pre-determined place and
that this place shows at least moderate longevity. Reading what has been written on virtual
ethnography most, if not all, texts focus on mailing lists, Usenet newsgroups and the
aforementioned MUDs - or milieus like focus groups where the researcher has a very high
degree of control (see e.g. Hine 2000). This has created the illusion that virtual communities
might actually be easier to study than their real-life equivalents, as the forums are stable (and
often come with decent archives) and the participants easily approached. In their discussion of
ethics in qualitative studies of the internet Mann & Stewart (2000) actually work from the
premise that data gathering in such communities is so easy that questions of dispersal and
obtaining consent are the central ethical problems. This of course presupposes that one can
readily point at a node in cyberspace and state that this is one’s field of study. Studies on
computer-aided communication has normally done just this, started from a pre-existing forum
and designated this as their field of research. In this case, such an approach would have been
counter-productive in the extreme.

[ can’t recall when I first saw a sign of Warezonia. I do know that it must have been
through my downloading a release and sifting through an NFO-file for instructions regarding
installation and/or a serial number with which to install. Actually, it might have been slightly
before this, surfing on the www for something to download (learning to search for “warez”) or
in a Usenet newsgroup, looking for the same. In any case, by participating in a warez

16



transaction, [ started grasping the idea of a Warezonia. In the beginning I was a lamer. A lamer
is someone that has accidentally stumbled into these transactions and who doesn’t know
decorum, or even the most basic technological facts. On the www, lamers are rife. There will
always be those who would want to get something for nothing. In the eyes of the Warezonians
these people are often seen as a form of weed, as inane questions and pleas for help inevitably
flood any forum that allows lamers. This was my starting point. Although somewhat
knowledgeable, my first experience with a release baffled me. What I had in form of access was
a bunch of data-files, purportedly a commercial program (probably a game). It was packaged in
several data parcels, as zip-files. Zip being the most commonly used method of data
compression, I had no problems with it, although I couldn’t grasp why anyone would package a
file like this. What baffled me even more was the fact that this zipped archive contained files
with extensions such as .arj, .a00, .a01 and so on. This is Arj-compression, then the vogue
among some of the releasers. Trying to unpack this resulted in a message stating that I lacked a
file, having only downloaded 4 out of five archives. Going back to where I got the first files, I
found out that the site no longer existed. End of story. This is obviously not uncommon in
ethnographic fieldwork. As the uninformed anthropologist, not even capable of handling basic
instruments, tries to make sense of a ritual or way of working s/he will probably make an
unholy mess of it all. The good thing with having hands-on access to the field studied is that
there often are heaps of informants around, more or less willing to at least briefly show how
something is to be done. The bad thing about doing this in Warezonia is that not only are the
natives uninterested in helping and sometimes aggressive if you ask them to, they probably
aren’t even around. Blink, and you’ll miss them.

Warezonia is fluid where it is accessible and inaccessible where it is stable. This, more
than any other trait, is characteristic for it. The same is true for the Warezonians. Both fear of
the law and a general lack of interest for outsiders make them difficult to get to. What is
accessible, and what has here been studied, are the processes of Warezonia. Trying to find a
stable structure, a static form will result in finding either nothing at all or merely a trivial trace.
There is no there there. And, as any practicing anthropologist will be able to tell you, it is only
through being informed about processes and recurring rituals that one can create a recognizable
pattern for oneself in what at first glance seems irrational and chaotic. As warez take place on
and basically only on computer networks, getting access to anything stable and recurring can be
daunting at first. But by following up what happened on the constantly moving and shifting
sites on the www, looking up leads for promising FTP-sites and lurking on Usenet and IRC-
channels, I started to gain a better understanding for the Warezonians. In many ways, this form
of empirical study blurs the boundaries between field studies and archival work. As the nets can
be understood as a dispersed archive (albeit without any rules regarding archiving), it is hard to
state whether I've observed actual dealings or reconstructed them through the traces they leave.
Stated differently, even I don’t know if my observations are “from the door of his tent” or
“armchair anthropology”. To live among the natives in Warezonia is to sit at ones desk and
shuffle things around, as the natives have traded the corporeal place for the distributed space of
mediated communication. My node in this space has been just as real, just not as central, as any
participant’s. The traces of dealings on my computer are identical with those ‘out there’, to the
extent that talking about an ‘out there’ as something separate becomes somewhat strained.
Studies by e.g. Turkle (1995) point toward a view of identity and place in ‘cyberspace’ (an
unfortunate word in that it alludes to something more fantastic than the quotidian experience
of the nets) as less tied to a specific form or position than these notions are in ‘meatspace’.
Instead, the place of activity is distributed so that the individual user’s physical reality (desk and
computer) reaches into the free-flowing network in a way that doesn’t allow for a clean
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epistemological break between ‘there’ and ‘another there’. So my armchair does in some sense
reach out into the field, but not in the classical sense of ‘being there’. Again - there is no there
there. But there are parts of there here, just enough to work on.

The empirical material upon which this study is built is culled from a wide range of
available sources. Much of it is in the form of ‘field diaries’, although the term might seem
more definite and clear-cut than it is. In my case, it refers to notes and observations gathered
during the time I spent observing behavior on the net. I do not possess a stack of notebooks,
dutifully written in eye-pleasing longhand. The mythical ‘field diary’, the archetypal little black
book with dates and places written in at the beginning of every observation recorded therein, is
in my case a jumble of loose notes, scribbles written on other papers, printed snippets and the
like. As a complement to these there is my fallible but normally fair memory, and the fact that
although I most definitively have ‘gone native’, this specific separation shouldn’t render me
incapable of relating my observations in a more general sense. The community studied here is
not that strange, and taking on some of its views should arguably not distance me from the
academic community to such an extent as to make my analysis unintelligible. Usually, the
problem of ‘going native’ has been seen as the problem of no longer being able to reflect upon
the observed situation as one has taken on the perspective and norms of what has been studied.
What seems normal in the group is then portrayed as factually normal. But as is also well
known, at least a partial embeddedness in social norms is necessary for understanding society as
a whole. In anthropology, the discussion of nearness/distance and tacit social knowledge has
been ongoing for decades, and as I have nothing new to bring to this discussion, I just wish to
acknowledge it here. Suffice to say that much of my empirical material stems from having
gained an understanding for particular social behaviors by observing and partaking in them.

In addition to this I have gathered a wealth of written material. A community that exists
on the nets is by necessity highly dependent on the written word. The NFO-files that were
alluded to on the very first pages of this text are an excellent example of this, and I have
personally collected hundreds of these, with an additional 2500 at my disposal courtesy of
tOAST from the group rAZOR 1911, who upholds a classic NFO-archive (see
http://www.uoguelph.ca/~ shost/toast.html). I also have collections from a variety of what
could be described as the newspapers of Warezonia; e.g. Netmonkey Weekly Report (NWR),
Couriers Weektop Scorecard (CWS), Defacto 2, Just The Facts and Brotherhood of Warez.
There are also texts, explanatory and inflammatory, written by community members; web pages
that cater to the scene; and other ‘internal documents’ and assorted written material. By no
means can | claim that my collection is a complete set of information concerning the field, but I
do claim that it gives a fairly accurate picture of it. On my computer I have gathered roughly a
thousand documents regarding Warezonia, not counting the additional 3000-4000 documents I
have as ‘archives’, collections amassed by community insiders. A goldmine in this regard is the
‘scene portal’ Defacto 2 (http://www.defacto2.net/) which keeps a very extensive scene archive
(see also http://scenearchive.cjb.net/, and note that these are prone to disappear) - a godsend
for a researcher. Descriptive quotes will often come from the Netmonkey Weekly Report, the
United States Courier Report and the Couriers Weektop Scorecard, a state of affairs mainly
due to the fact that taken together these particular scene periodicals have been published
diligently for a long time (measured in the short-term perspective of Warezonia) and are
unusually well written and articulate. Still, the quotations used are usually biased observations,
in line with interview data. The decision to utilize them in the extent I have was based on my
belief that this keeps the overall ‘feel’ for the material, as it is transmitted to the reader,
relatively coherent. Another point that [ wish to bring forward is that other than my personal
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observations, all material used is in the public domain. Although some of the documents can be
a bit tricky to locate, I wished to utilize only such documents that any researcher can get hold of
without having to resort to lengthy participant observations, as I have done. The documents are
listed in the references and are available on request. Validation and reliability of the data used
is thus left an open issue, but an easily addressed one. In addition this has served an ethical
purpose, as | through this do not place anyone at risk by publishing something that isn’t
accessible already.

Taken together, this forms the basis and the starting point for the discussion that will
follow. My initial experiences in hunting down elusive software, reading strange documents,
deciphering ASCll-graphics and the like made me increasingly aware of having stumbled onto
alien soil. As I've stated, starting my foray into Warezonia I didn’t even know I was conducting
a study. Gradually, as I started seeing a pattern or paradigm (inside joke), I began thinking more
seriously about how some of the things I saw were both interesting and counter-intuitive to one
with a background in management studies, efficiencies where there should be none, order
without that which orders. Continuing thus with data-collection and background work, without
really having a clear idea about what was researched, resulted in the usual chaotic mass of
ethnographic data, a starting point as good as any.

But what then has been my study? Merely the collection of readily available documents?
Or the distillation of too much time spent by a web-browser, an FTP-client, and the IRC
(Internet Relay Chat)? To feel the society discussed here the mere shuffling of documents is
insufficient. This has required for me to spend quite a few hundred hours (thousands,
probably, and this thought is somewhat depressing - as recollections of squandered time usually
tends to be) in front of a computer screen. But as I hope will become clear over the next one
hundred or so pages, the actual day-to-day interactions on the scene are far less than thrilling,
which is the reason I will not go into the minutiae of this life. This text is written on the basis
of the documents described above, something which might make this an archival study after all.
Everything contained within these pages can be reconstructed through archival work on the
internet. It might also partially make this a work of historical writing, as the scene changes with
frightening rapidity. That my time spent on the nets has enhanced my understanding of these
documents is an undeniable fact, even to the point that I could have written it without
resorting to illustration through documentation. The methodology used in this study is thus
more than somewhat ambiguous.

ANTHROPO-LOGICS

Whilst born out of mediated chaos, this text has at least one explicit purpose. It is the
contention of this essay that the study of any economy, but particularly the one in question,
must incorporate some sensitivity to the primitive forms of economic behavior. Furthermore, 1
will contend that the hybridity of economies has usually been insufficiently analyzed. In most
textbooks on economics, there exists a basic acknowledgement of the fact of economic
hybridity, often through a short paragraph stating that most economies are mixed, i.e. they are
not pure instances of market or plan. This makes it seem like the result of a recipe, where you
take two parts market to one part plan, add a dash of good will and season with gift-exchange.
In the perspective of this text economies seem to be more like the world upon which they are
built, hybrid creatures where e.g. gift-exchange has traveled with the economic system, mutated
and changed but never left us. Quoting John Dewey (1925/1989, p. 89): “A classified and

hierarchically ordered set of pluralities, of variants, has none of the sting of the miscellaneous
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and uncoordinated plurals of our actual world.” Scratch the surface of any assumedly rational
economic transaction and you can find behaviors that seem curiously similar to those of far less
‘developed’ economies. What this essay does is examine these in a field that could be called
hyper-modern, one where technology has changed the economy... into an earlier form of itself?

[ will argue that the possibility exists for a ‘new primitivism’ in business studies, a way to
observe phenomena in economy with a sensitivity borrowed from anthropology (cf.
Czarniawska-Joerges 1992) and the expressed intention of examining the foundations of
economic logic, without the prejudice of viewing markets as the basis of economy. And doing
so based on data, the ‘thick descriptions’ of Geertz. In a sense this is a continuation of the
program laid forth by Sahlins in Culture and Practical Reason, where he in the preface states the
point of his book as: “an anthropological critique of the idea that human cultures are
formulated out of practical activity and, behind that, utilitarian interest.” Sahlins’s book, being
one of the most strongly worded arguments for the stand that (economic) rationality is
contingent and that all the values that form such rationality are cultural constructs, is a critique
of the “origin myth of capitalist society” (Sahlins 1976, p. 53). This essay, then, could be seen as
the analysis of the child of this same capitalist society, the analysis of a child that has developed
without the religious convictions regarding the market that drove the parent.

Now, entering a field, even one where presence might be too strong a word, the
researcher will find himself wondering what he is actually doing. I would like to call this an
anthropology/ethnography (I do not discriminate between these terms here) of Warezonia. The
reason for this is simple: I cannot claim to have understood the Warezonians, at least not
initially. They are very much like a tribe, with a vernacular and culture of their own and,
particularly, a logic of their own, one not initially shared by this researcher. Their interaction
constitutes a society, and one that I felt should be analyzed for the ways in which it incorporates
what initially seems incongruent. This anthropological stance is thus due to the fact that I
attempt to describe this community in a holistic fashion, and the way I have worked to do this
is by submerging myself into this cultural form, attempting to understand it as a complete
whole. Instead of hypothesizing a particular form or reason for a particular observed interaction
(motivation, aim, etc.) I've tried to describe what social life in Warezonia is, what people
actually do within this sphere and how this is meaningful to them. Only at a later stage have I
tried to postulate some ideas how this could be understood, and even here I do not claim to
present reasons or explanations for Warezonia, but rather interpretations of this sociality. I am
in debt to some of the classics of anthropology in writing this, particularly the works of
Malinowski (1922), Mauss (1924/1990) and Sahlins (1972, 1976), but do not claim to follow
any of them in any strict methodological sense. Actually, I do not wish to pledge allegiance to
any methodological school, barring accounting for my influences and attempting for a logical
form in the presentation. Even my use of the term ‘anthropology’ might well be off-putting for
some. | do not wish to claim that this is an anthropological study, in the disciplinary sense.
Instead, this is a study of organizing and economic behavior, and, if it belongs to a discipline, it
is the study of ‘organization and management’. | have sometimes wished to refer to my work as
‘critical management studies’, but in doing so I have wanted to relate what I write specifically to
management. Still, my approach has been influenced by cultural and (particularly and
specifically) economic anthropology (cf. Wilk 1996), as the study of cultural practices present in
these specialties most closely have resembled the way in which I've tried to come to grips with
Warezonia. Referring to ‘anthropology’ is then for me a way to evoke a certain feel for the
research process. I've drawn on the trappings of anthropology, its holistic approach and direct
and prolonged contact with what is studied, much more than I've used the disciplinary basis of
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it. In a sense, I borrow freely from disciplines what I feel I can use, creating a tentative structure
for this instance of economic anthropology, mediated and mediating. Recently, Barbara
Czarniawska (2001a) has referred to something similar as ‘poaching’ (a word she poached from
de Certeau), the practice of intellectual borrowing, sponging and stealing from wherever one
can find something useful. The illicit sound of this word is in perfect harmony with both the
subject and method of this essay, and I therefore use it gleefully.

Still, I feel that I have to make a stronger case for the way I have drawn on material that
to a great extent comes from a field limited enough to be referred to as ‘economic
anthropology’. Although I am not an anthropologist per se, I would like to see this extended
essay as an argument for the use of economic anthropology in the study of modern economic
organizing and organizations. Economic anthropology has by and large concentrated on the
‘primitive’, but largely left this state of ‘being primitive’ unproblematized. But by this I do not
refer to any lack of reflection concerning ethnocentric bias or differing regimes of development,
both of which are thoroughly addressed in the literature. Instead, I'm referring to the notion of
original and basic ways of economic being (not beings), primitive behavior defined as less
institutionalized behavior - universal features, if you wish. Even if we assume that all values are
culturally contingent, we can assume that there can be certain patterns of behavior (being social,
interacting, communicating) that form the basis of any economic structure. The belief that that
an unbiased study of economies should address such patterns is fundamental for this text - it is
the ‘new primitivism’ alluded to earlier. And economic anthropology is crucial to such an
understanding. The problem is that economic anthropology really hasn’t made enough of its
position. Studying basic forms of economy, it has made little impact on e.g. organization theory
(a statement certain to provoke some controversy). It is not that anthropology isn’t referred to,
it is more a question of the way in which sensitivities are utilized. My argument is that it isn’t
the technical methodology (participant observation, shadowing, ethnographies) that has been
lacking from e.g. management studies. Rather, it is the comparative and theory-building nature
of economic anthropology that I would like to bring forth. By analyzing the intersections
between cultural development, material paradigms and social provisioning, thinkers like
Maurice Godelier (1977) have managed to create engaging illustration of e.g. the function of
money in primitive societies. And this is not merely a question of empirical sensitivity. Modern
studies of organizations and management have mainly (exclusively?) focused on the goings-on in
contemporary economies, structures created by political economy (cf. Callon 1998). By doing
so, the comparative element has to a great extent disappeared, and when one compares
behaviors, this is often done in relation to other developed structures - i.e. capitalist navel-
gazing. The strength of economic anthropology has been the way in which it has encompassed a
multitude of logics and behaviors, as in Yang’s (2000) study of archaic ritual in the postsocialist
market economy of Wenzhou. And although there have been fine studies of economies as
cultures (e.g. Douglas & Isherwood 1979, Abolafia 1996) the comparative element, particularly
the sensitivity to ‘earlier’, more ‘primitive’ forms, has been somewhat lackluster (though it has
found a strong voice in the work of George Marcus (1998, Marcus & Hall 1992)). So by using
e.g. the comparative method as developed by Mauss (1924,/1990), a more complete picture of
human economic being could perchance be achieved. The program briefly and sketchily
constructed on these pages, then, is the utilization of economic anthropology in the more
business-oriented fields - a new primitivism of management and organization studies.

This said, there are both benefits and problems to adopting such a perspective. The
ethnographic perspective in the study of organizations, management and economy has become
increasingly popular (see e.g. Douglas 1986, Czarniawska 1997, Silverman 2001), but often this
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seems to run the risk of becoming a way to simplify research instead of enhancing it. We can
often achieve much with pure description, but I feel that this ethnographic stance has
sometimes (although not in the cases I've referred to) been used in a non-reflexive way, as a way
of avoiding theorizing. But theoretical reflexivity is crucial to an anthropology, and maybe
particularly so in this case. In some sense Warezonia should be an ideal space in which to study
organizing, if we by ideal refer to the predominance of form over substance, the purity of the
insubstantial (sic). As Barbara Czarniawska-Joerges (1992, p. 53) remarks in her critique of
Geertz, the study of organizations and organizational practices usually can’t afford the idealism
of ‘pure’ cultural anthropology:

Organizations are filled with things that cut, puncture, print, mold, ride, and drill at the same
time as they denote, describe, represent, and signify. Our ambition should therefore be both
aspects of their simultaneity; the materialization of ideas and the symbolic and practical aspects
of things.

One of my main problems in studying Warezonia might very well have been the total
absence of things that “cut, puncture, print, mold, ride, and drill”. Yes, there are computers,
router, servers, hard drives and similar technological implements. But the interaction and the
organizing is undertaken in a field with little physical presence. And although I could take the
assemblage of technologies (in a material sense) into account, a la actor-network theory (see
Pickering 1995, Hassard & Law 1999), I have chosen not to. It is a choice, but I will not dwell
on technology, and the choice to do so makes the studied field at least seemingly ethereal. For
many, such absences in the current climate of organizational studies (both critical and
mainstream) mark the gap from which great things can spring. For postmodernists, ruptures
and absences are as important, and very possibly more important than the mundane and maybe
oppressive idea of anything actually present. For proponents of virtual organizations, imaginary
organizations and networks, the immaterial nature of Warezonia could be touted as proof
positive of their ideas about new forms of organizing. Unburdened by the usual dull materiality
of organizational life, the Warezonians should be able to enact wholly new forms of working
together. For me, it formed a problem insofar as I at no time had anything particularly tangible
to depict, merely a flow of information, which to some marks nefarious illegalities and to others
an incomprehensible waste of time. Instead of meetings, offices and machinery I have traces
and inscriptions, fragmentary archives. We could call it a mediated ethnography. Whereas classical
ethnographers deal with being present and often interview their studied subjects endlessly, a
mediated world presents its own particular demands and limitations. Although one can well
interview in such a milieu, this interview will always be just as mediated as other information
one can access. A community that exists only on the nets will already present the researcher
with all the information she requires. All discussions, all actions, all comments, all that
constitutes their way of life will be present, just not in the usual sense. Instead, all will be
present in the form of mediations, traces of technological interactions. It could be likened to a
real-time archive study, research on a culture with an obsession for archiving reports of
everything they do - albeit with an almost total disregard for order.

A study of Warezonia will also by necessity be fractional. As warez life totally circulates
around the internally mundane act of transferring files, the plethora of social interactions that
otherwise dominates organizational life is largely absent. Describing Warezonia is to a great
extent a description of this act, and attempting to understand the way in which it can exist as a
process. As there is little stability, in the ordinary organizational sense, and none of the long-
term process and projects that form at least a semi-stable core to ‘normal’ businesses, the
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researcher must pay attention to the implicit stability and permanence one can infer from
observations. The danger is naturally that any such inference can be subjected to critique and
alternative explanations. Due to the archival nature of a virtual community - as data is by
necessity mediated through technology - an almost archeological (if not in the Foucauldian
sense) approach is necessary. What the researcher has to do is to piece together documents,
traces of transactions and snippets of textual interaction, and try to make this into a coherent
whole. Warezonia might even be viewed as a grammatological society (cf. Derrida 1976), one of
‘only texts’. Here, in this setting, speech is nothing and writing is everything. Somewhat less
philosophically, Michael Fischer (1999) has noted that any anthropology of “Late or Post-
modernities” has to be more fragmented than the more ordered narratives of the early masters,
partly due to the need to access a broader set of localities and processes and also due to the fact
that we are dealing with “emergent forms of life”. The community I've observed is not a
thousand years old, in fact we have to stretch the definition of it quite a bit if we want to claim
that it is 20 years old. Someone who has been a part of it for ten years can rightly claim that
‘he’s seen it all’. A kind of seniority can be achieved in one to two years, meritocracy-wise. New
sites, new groups, shifts in power; all happen on a weekly basis. What is a central and accessible
node in the morning may very well be abandoned in the afternoon. And as was stated earlier,
there is simply no straightforward location present that can be referred back to. Instead,
Warezonia - spatially, politically, socially - is recreated daily by the partial reappearance of its
inhabitants. This speed and this continuous emergence and change in cultures make any total
description problematic. Instead, a certain laxity is preferable, to evoke the feeling of the scene
rather than represent it fully. Much as the early anthropologies had to invent their
‘methodology’ on the spot, rather than in the scholastics’ chamber, I have not attempted to
analyze Warezonia through the lens of a particular method. Rather, I've attempted to view them
through a particular perspective, namely that of economic behavior.

Still, the fractionality of my account leads to at least two questions. One, can it be
argued that there exists a greater whole behind these veils of text-snippets and digitized
transfers! Two, am [ not discussing a fragment of an economy? I will address these issues in my
treatment throughout, but some remarks are still in order.

When it comes to the issue of a greater whole I can simply refer back to the impact of
the scene. Although it is formed through fragments, the participants (and I) have obviously
managed to pull these together into a tentatively coherent whole for long enough to create,
produce and distribute illegal software en masse. We could additionally wonder whether this is
not the issue for all studies of organized behavior. We have no way of portraying the studied
subject totally, as ‘the perfect model of a cat is... another cat’. Furthermore, we can question if
the world ever presents itself as a totality, to anyone. Feyerabend (1999), among others, has
argued that any form of knowledge about the world has to be based on limiting one’s view, of
shutting things out so as not to be flooded with interminable complexity. Likewise, in Weick
(1995) knowledge about the world is in fact the piecing together of impulses that left to their
own devices really do not manage to make sense. McCloud (1993, p. 61-83) has talked about
the fixing of greater wholes through fragments as ‘closure’, and remarks that any form of
expression is in fact founded on the audience ‘filling in the blanks’. Sensemaking is the
collecting of fragments to create wholes, and that this process can be subconscious on a social
level, i.e. that culture itself over long periods of time can create more or less stable patterns by
which such comprehension can be reached, has been shown with lucidity in the work of

Norbert Elias (1978a, 1991).
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The second objection, that Warezonia is not an economy, is more complicated. It is
true that the interactions here analyzed do not provision the participants in the material sense.
A Warezonian depends on other economies in order to eat and clothe himself. This would
seem to make the scene a petty aberration. I will here only give two brief retorts to this. One, so
was industrial capitalism in the beginning. Two, so is the world of fashion, and the world of art,
the world of telecommunications and the world of most anything besides agriculture - and
most of that too, nowadays. In other words, while it is true that Warezonia is not a complete
economy, i.e. it does not contain what we could call a subsistence economy, it can still function
as an economy unto itself. Neither do we know that the scene could not develop into
something more complex and encompassing (as Sterling (1999) suggests). What we do know is
that it is a structure based on a specific ‘mode of production’ (to use the Marxist vernacular)
and that it is at least moderately stable and successful. It exists, and this alone is reason enough
to study it.

Continuing with the discussion of what kind of study this might be, in yet another
sense a study of Warezonia could be seen as an experiment in reflexive social science, as any
ethnography of economies must be. Lacking the easy coherence of a clearly demarcated
organization or immediate and total cultural traits, any analysis of the scene will clearly be an
interpretive one. Similarly, the relative obscurity of the scene would allow for a certain creative
approach to its study, one where objective truth could be relinquish in favor of a more dramatic
description. I have not opted for the latter, but have chosen a particular interpretation, namely
viewing Warezonia as an economy (the reasons for which will be explicated later), albeit in a
cultural sense. This does not mean that I think that this is the only possible perspective, and 1
imagine that a study of Warezonia as politics or gendered practices or text would be both
possible and productive. Rather, I feel that I have to fight for the privilege of adopting a
particular perspective, at least to the extent of showing it viable. My telling of Warezonia will be
“partial - committed and incomplete” (Clifford & Marcus 1986, p. 7), and does clearly reflect
my inclinations. This of course requires me to question my motives. Am I thereby merely
forcing my subjects into categories that happen to be convenient for me! In a sense, I am. In
another, this is necessary for any knowledge, as noted by e.g. Feyerabend (1999, see above). Any
abstraction or explanation involves simplifying that which is explained, reducing its inherent
complexity and attachments. Again, the only full representation of a phenomenon is the
phenomenon itself. My tale of Warezonia as an economy is a simplification, but hopefully a
reasonably enlightened such.

There are still more problems. As has been remarked by e.g. Brekhus (2000), the
problem with much of the studies conducted in the social sciences, is that empirical data are
presented as much more interesting than they have to be. This making exotic takes away from
what can actually be learnt from observations. Examples in the area of management studies
could be the unnecessary emphasis on leaders and companies in exceptional circumstances -
large-scale change processes, dynamic growth and successes (or dire straits) have received far
more interest than the normal processes of stasis and business as usual. Brekhus (ibid., p. 94-96)
makes the case that factually and morally interesting studies (i.e. cases that either portray
something extraordinary or are simply deemed important) are rife, while analytically interesting
studies are few and far between. This could be compared to the discussion of management
studies as genre (Czarniawska 1999), insofar as it addresses the problem of why we are drawn to
(or repelled from) a particular study. My problem is that Warezonia might be too (factually)
interesting for its own good. A roving, internationally connected group of bandits that
(purportedly) costs the industry up to billions of dollars yearly, nurse anarchistic political views
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and a distinct Robin Hood-complex, are technologically adept, loquacious and cocky, and are
engaged in an illegal competition of donations - this is simply too good a story. My argument
will by necessity suffer from this. It is easy, dangerously easy, to present the Warezonians as
interesting. What they do all day is weird, exotic, and yes, even interesting to the average
person. The question is then how to present them as anything besides a sociological freak show?
This has been one reason for me to forgo a more narrative presentation of Warezonia (although
calling the scene “Warezonia’ is naturally a rhetorical device). I could have presented the scene
through a plot, telling the story of e.g. the dramatic episode of releasing Quake. I have opted
not to, as this in my view would have functioned as a way to artificially make the community
even more interesting - something I do not think is necessary or even desirable. Instead, my
presentation is somewhat flatter, and intentionally less exhilarating. Warezonia as wicked
weirdness would make a grand book, but to learn something from the warez scene, it would
perhaps be wise to study them as something... normal. Just a different kind of normal.

As a text and as anthropology, this will be a collage. I cannot bring all of Warezonia onto
these pages. What I can do is to present a mix of observations, theoretical asides, comments
from the scene, snippets from Warezonian texts, some imagery, my explanations and the likes.
Lacking a distinct chronological narrative, this collage is meant to carry forward the image of
the scene, reproduce it in a way that makes understanding possible. I have not wished to
emphasize the artistic possibilities of such an approach, and I will not present personal poetic
or artistic renditions of the scene, but the text as a whole is clearly my creation. It is me making
Warezonia meaningful. It is even a political stance, an attempt to rescue-by-creating-meanings a
form of software piracy from those who wish to present it in a totally different light. Although
there are many who get their voices reproduced within these pages, they do so on my behalf, me
being the one who controls the polyphony. No matter whether I like it or not, writing this
makes me one voice for all of Warezonia, and it is up to the reader to from this collage re-
construct the necessary fragmentation of meaning inherent in any social phenomenon.

THE WAREZONIANS

Although no real demographics exist, it is possible to give a fair profile of the
Warezonians. They are mainly males from Europe and the Americas. Even if there exists a
stereotype concerning participants in the computer underground as being pimply teens, many
of the Warezonians are old enough to hold regular jobs and have families. According to one of
the very few articles in a mass-market publication written on the warez dudes (Wired 3.02 UK)
all of the interviewed were over the age of 23, most in their 30’s and at least one almost 50. The
language primarily used is English, but this is true only on the larger scene. On a regional level,
the Warezonians use their native language. They are technologically savvy, but far from the
idealized picture of the underground consisting solely of computer geniuses. On the whole they
are not unlike such bands of technologically interested bands of males that can be found in any
school, university or company. On the whole they seem to come from and exist in just such
groupings, meaning that you could very well know some of the Warezonians without knowing
it. Some are even teenage girls:

Today is a boring day, nothing new, nothing exciting. But I did find something to zip up and
release to contribute to the scene. Infact I had gotten it last night, but totally forgot about it till
now. It is a car addon for some game called SpeedBusters by UbiSoft, and it is the biggest car
addon I have ever seen (4 megs!). As we speak I am trying to zip up this bad boy and upload it,
but alas, eight minutes had passed and I am still zipping, grrrr. Sometimes I swear my CPU in
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my computer is a hamster doing laps inside a metal wheel, perhaps that could explain the
slowness of my computer.

March 13™ 1999

I think SUNNY _dee from Paradigm is really an asshole by day and a jerk off by night. Why? He
simply has no respect for women, and his dictionary of vocabulary that he uses is rather
laughable. To top this all off, this fool believes he is Romeo. But I must respect his talent and
what he contributes to The Scene.

Another person I dislike is eRUPT of Razor, can you say he’s a racist? These two clowns would
probably be the people I pick off first if I were a hitwoman. Course, the two groups are fabulous
(Razor, Paradigm), don’t get me wrong! Just they happen to both have a black sheep in the
family. But who doesn’t right?

March 28™ 1999

From the web-diaries of “* mystic” (sic), an eighteen-year old female courier,

available at http://www.multimania.com/hetero/mystic

Warezonians are not hackers. They co-exist in the underground, and on a more general
level we can talk of HPVAC (or h/p/v/a/c) - Hacking, Phreaking, Virus, Anarchy and
Cracking - where hackers hack security systems (see Taylor 1999), phreakers mess with
telephone systems, virii-guys enjoy playing with computer viruses and crackers crack (break)
stuff, mainly security (note the difference between a hack and a crack). Working with warez it
might sometimes be necessary or advantageous to hack (e.g. to work around sabotage), but this
seems to be unusual. Warezonians aren’t hackers, and there is often a certain tension between
these two groups. Hackers sometimes (often) view Warezonians as more or less lame, and even
use the term ‘warez pups’ or ‘warez kiddies’ to show their disdain. Although this is not a general
state (I suspect most hackers aren’t interested enough to care one way or another), Warezonians
seem to have mixed feelings towards hackers. Ethically and politically they are somewhat
similar, though hackers tend to be more explicit with their political views. As libertarianism and
anarchism are adopted as a kind of ‘house politics’, Warezonians will sometimes use such
rhetoric, but this seems to be rare. HPVAC is not in itself anything even close to a structure or
a movement, but rather a field of more or less similar activities and trends in the computer
underground. In actuality it seems that the groupings present in this abbreviation are almost
totally self-contained and only share information on a more superficial level. As all these
groupings have definite internal structures and hierarchies, it would be pointless to talk of any
of them as a part of HPVAC as a greater whole. One could even see the divisions between these
groupings as a form of reverse synergy - or idiergy, in the words of Gustafsson (2001). The
specialization that has developed when hackers do not work with virii and crackers don’t mess
with phones has perhaps strengthened these divergent interests. In addition, I should point out
that some think that the cracking of software doesn’t really belong in HPVAC, and should
indeed be considered an area all its own.

It is also extremely important to understand that Warezonians are not pirates. The
term pirate is sometimes used generically for any participant in the computer underground that
deals in software, but in order to simplify I will here use pirate in one, clearly defined sense. A
computer pirate is someone who sells illegally copied software with profit as his/her primary
motive. Warezonians do not do this. Instead, they give away and share illegally copied software
without a profit motive. The difference matters little to the industry, which goes after both
groups with gusto, but it is immensely important for my purposes. On the warez scene this not-
for-profit-ethos is strictly adhered to, and in many ways defines the community.
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COREPDA is a non profit organisation! We're here for the fun!
From the NFO of CorePDA (sub-division of Core), dated January 30™ 2000

ALWAYS REMEMBER:

WE DO THIS JUST FOR FUN! AND WE ARE AGAINST COMMERCIALISATION!
IN FACT WE BUY ALL OUR OWN GAMES, AS WE LOVE GAMES, AND WE ARE
NOT JOKING!

IF YOU LIKE THIS GAME, BUY IT, WE DID!

Identical text found on NFO of both Myth (dated September 30™ 2000)

and Deviance (dated August 4™ 2000).

So, the Warezonians are not pirates. I cannot emphasize the importance of this enough,
both for the scene itself and for the argument put forth later in this essay.

What additionally distinguishes Warezonians is their love for software. In many ways we
can in this love for the coded word see both a gathering instinct and an extension of other
interests. Warezonians that only work with games are often quite fanatical gamers and lovers of
the genre, and very much apt to write long and incisive reviews about new game titles. Likewise
there are those with an obvious burning passion for advanced graphical work - naturally done
with the most advanced software packages available. All of the members of the community are
knowledgeable in at the very least the release schedule for software, and many have very definite
views on the strengths and weaknesses of commercially available software. They are also
packrats; a warezonian will often have a software collection far beyond what s/he will ever know
what to do with. E.g. during the empirical work for writing this I have at one point in time had
seven different 3D-modelling packages installed simultaneously on my computer, without the
working knowledge of even one of these. Put in the most simplistic of terms, Warezonians revel
in the ownership and commandeering of software. It is not the utility of software that is central
here, much as utility in totemic masks among the Kwaikutl (Mauss 1924,/1990, p. 39) isn’t the
central aspect of these. But neither is it a simple question of hoarding, an activity well theorized
in economics. Rather it is a question of having a feeling for the collected software, where
programs take on qualities that are not limited to their direct use-function. To exemplify,
looking at my own development in Warezonia I have detected a change in the way I view
software. It is no longer a question of having sufficient software installed, but increasingly of
having the latest and most desirable programs available. Even though my skills in the field of
music are limited, I feel an urge to have some of the most advanced editors available, in some
form. It is not necessary for me to have them installed, but the need to know that I could work
with top-of-the-line software if the need arose has become very strong. I am more than willing to
use most of a day hunting for updates and patches for programs I hardly use, simply to know
that I have access to the best of the best. This could be likened to how Baudrillard (1975) used
Freud to portray the postmodern consumer as an (potentially) obsessive collector, where the
illusory strive for wholeness can be seen as a re-collection of oneself. We enter a field where
objects take on a logic of symbolic value, representing e.g. technological prowess through
ownership. Warezonia is a land of symbolic values, and its inhabitants are distinctly desirous
when it comes to the circulating objects.

The Warezonians are also competitive, sometimes to extremes. It is important to
understand that they represent a codified structure where direct competition is not the way in
which a balance in resources is constituted, but a structure where competition is its own reason.
Much of what I could observe and happened among the Warezonians didn’t become graspable
until [ understood the centrality of competition within the community. The competition and
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the minor contests that form it control almost every aspect of Warezonia. This forms the
identity of the Warezonians; it orders the structure of their networks. It is what Warezonia is, a
competition. Predictably, this also makes pride an important aspect of the overall demeanor of
the Warezonians. Wanting to be the best and taking pride in ones achievements is both a way
to build identity and a way to communicate within the field. If an artist is only as good as her
last performance, the same is very much so for these people. Resulting in a wide array of
different competitions and competitive structures, this spirit of an ongoing contest permeates
Warezonia to such a degree that much of the ongoing discussion seems to be about questions
such as who ‘rules’ or ‘owns’ something at the moment, who ‘cheats’ and who is falling behind.

RiSC is the longest lasting courier grp by far, and continues to bring honor and respect to the
courier scene as only RiSC can. To our supporters we can only say, that YOU are what keeps the
group going. And to our competitors we say, keep trying guys, you can only aspire.

From the NFO of RiSC (RiSE iN SUPERiIOR COURIERING),
dated January 21* 1998

AQOD: Can you spell “ownage”? I can, A-O-D. Darkwolf grabbed the #1 spot this week with
171 points. Some solid numbers from Faith and a nice showing from sax. He is definately one to
look out for in the weeks to come. Straight trading this week from AOD with little to no pre.
They are definately the ones to beat.

Quwerall: 9/10

[.]

RiSC: For a while there, I thought RiSC really had something going for them. Definately not
the RiSC of old times, but definately a step in the right direction. Where did everyone go? Now,
all I see is Brain appear on VDR weektop now and then. Get it together guys.

Qwerall: 1/10

From “bohnz’s Biased Courier Section” printed in NWR;

Issue LXXII, January 19 2000

Warezonians are also, as should be clear from the quotes above, very vociferous about
themselves and the state of Warezonia. It seems to be a matter of some pride for Warezonians
to have an opinion regarding almost any facet of community life. Disputes and heated
arguments are common, something that probably has to do with so much of these discussions
taking place as direct chats, i.e. on IRC. Also, as Warezonia so clearly is a ‘rivalocracy’, constant
argumentation regarding the competition seems to be an important way to create and maintain
identities. Competition is the engine that keeps the discussion alive, as the different aspects of
competitive behavior need to be related to each other. And as the competition is the main
organizing principle of the community, this intermingles these discussions into social life to an
extent that the discussion is the community. There exists a demand to be able to respond
(promptly) to questions or challenges, as the low barriers for communication make it difficult to
maintain distance in arguments. With little or no obstacles to instant communication,
independent of geographic locale, there are strong social norms concerning participation.
Avoidance is often seen as hesitance or fear. The density of this discussion, i.e. the frequency
and participant coverage of it, also creates a very active space of moralization. Misconducts, real
or contested, are aired very quickly and very publicly. Even small transgressions are brought to
people’s attention and then extensively discussed - a type of judicial forum in this anarchy.

In summation, Warezonians display all the characteristics we can assume from a society
that has developed in the fairly isolated milieu of the computer underground. Like many a sub-
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culture, the members are somewhat homogenous to begin with and have developed increasingly
similar world-views through their participation in a ‘common cause’. What distinguishes them
is a love both of the software their culture is formed around and of the game. The latter part is
probably the most important. Warezonians are players in a game, and their other characteristics
seem to have developed out of this. This makes it imperative to distinguish them from others
engaging in seemingly the same kind of activities (i.e. pirates and hackers). Where the pirates
can be seen as renegade businessmen and hackers play with unwilling participants,
Warezonians are inherently social in their internal network and asocial outside of it. We could
compare them to a distant tribe, one that has both knowledge and trade with the external
world, but who still prefers keeping dealings as internal as possible. Put as succinctly as possible,
warez is a culture.

A short note on spelling(Z) and word(z)

An observant reader has probably noted that there are certain mannerisms when it
comes to spelling and generally communicating through the written word within the scene.
Among these we can particularly note the predilection for using the letter ‘z’ at the end of
words and a characteristic use of capital letters, abbreviations and numbers in the place of
letters. A self-conscious and exaggerated example of this:

Phear ye, phear ye! Just when you thought it was safe to cancel your
subscription to Bugtraq, comes the return of BoW. That’s right folks, the
people who brought you the ever-pheared .rhosts explolt and shOck3d th3
world with the release of d413 dr3w’s gerbling photos are back in 1999 with
h-bomb force.

Brotherhood of Warez #9; May/June 1999

When this gets taken to its (humorous) extreme, text basically becomes encrypted:

dls b th’ 1 & th’ Only BrOth3r Mlch3rOb Of th3 YOrkshlr3 P0$$3 (ph33r,
T4ymOrzZ!@#$). thlz 1z 4 f113 kOnt4lnlng sUm v3ry 0-dAy x-pLOitZz and
1InpH(Q), sO eY3 4m trU$tlng 1n u BoW r34ding el8 duOdz t0 k33p thlz s3krUt

t3knlg Out Of th3 h4ndz Of 14ymOrz.’
Brotherhood of Warez #9; May/June 1999

It is especially the letter ‘z’ that instantly identifies something as belonging to the
underground. As Beelzebub wryly states in his warez guide, “[t]he z apparently symbolises
rebellion”. One talks about warez, crackz, serialz (serial numbers) and sitez - among other
things. Partly, this is probably due to the desire to state the uniqueness of the scene, ‘this thing
of ours’. By adopting a vernacular of its own, the scene can cultivate its identity. It also has the
added (unintended) benefit of making searches easier; by discerning crackz from cracks you can
search the nets for crack-files without being deluged with information about cocaine and
breakage. To properly understand why these forms of spelling are so popular we have to keep in
mind that much/all of the communication on the scene is done over networks, and that the
programs used often use fixed-width ANSI-type. When you write in ANSI, an ‘E’ and a ‘3’ look
rather similar, for instance. A ‘4’ resembles an ‘A’, a ‘1’ becomes an ‘I" and so forth. Also, if you
communicate with a keyboard, abbreviations are a functional way to speed up exchanges.
Download becomes d/1, people ppl and ‘what the fuck?” wtf. LOL means ‘Laughing Out Loud’,
and most any feeling can be conveyed through the liberal use of smileys (i.e. face-ideograms a la
:=). The technical constraints of the scene have in this way changed the vernacular of it.

29



Of course, much of this is simply a question of wanting to seem special and developing
a style that is incomprehensible to the outsider and distinguishes insiders. The mundane act of
spelling thus becomes a way to delineate the social structure of the scene.

There is also the question of vocabulary. As any sub-culture, Warezonia has a lot of
terminology that mirrors its values. I will not make this a linguistic analysis, but I still want to
clarify some terms:

Elite = a general term to describe the upper echelons of the underground hierarchies.
To be elite (other forms include ‘leet and misspellings as in the above) is to be truly
knowledgeable and connected. Subsequently there are far more of those who claim to be elite
than those who are actually viewed as such. Actually, claiming to be elite means one isn’t.

Lamer = the opposite of elite. Simply a derogatory term that refers to someone that is
not sufficiently ‘with it’. To claim one is elite is a telltale mark of a lamer. Inept or socially
awkward.

Newbie = newcomer that is yet unaware of decorum. Derogatory but also descriptive.

Most other terms will be/have been clarified in context or defined in the text.

THE BASIC FORM OF A WAREZ RELEASE

OxYGeNs release of SoundForge 4.5h served as a brief illustration of a fairly standard
warez release, but this description needs to be filled out if we are to understand the workings of
the warez scene at all. Although the notion of warez isn’t all that complicated, the structures
behind it can be bewildering.

A pirate group’s goal is to release a commercially available game, with all copy protection
removed or bypassed, in a format that reflects the original games purpose, and is generally
considered “playable”.

From “Beowulf’s Thoughts on the CD-RIP’ing Scene”

One of the usual ways a program comes into scene is extremely prosaic. It is called a
store pickup, and it just means that somebody drives to a store and buys the program. Slightly
more adventurous is to have a person that works at such a store as an insider and receive
programs from him/her on loan or for free. Although both of these are easy ways to obtain
software, it is however not in the least unheard of for people in the warez scene to additionally
have collaborators on the inside of the very software companies that hold them as their worst
enemies. This is in fact what almost all release groups strive to, as having this is cheap and
quick, and can turn into a continuous supply. Still, no matter where the material comes from,
the Warezonians will get hold of their programs.

In this day and age, getting software is often synonymous with getting a CD-Rom with
the program on it. Although some suppliers can provide the releasing parties of the warez scene
with the pure code of the software, this too is often in the form of a CD image. This means that
the manipulation of a program to a release involves two distinct steps. In order to make a
release functional for the end-user, it is necessary to remove all such embedded security
functions that protect it from illegal copying. This process is called ‘cracking’, as in cracking a
program open. Involving both the removal of direct copy protection (such as serial numbers
and function delimiting) and indirect security (such as validation required to access multiplayer-
functions), this is what most people associate with computer piracy. With the increasing
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sophistication of crackers, many software companies have all but ignored copy protection.
Often, programs are protected by a mere serial number, something that can be bypassed by
simply sharing your own, legitimate serial. There are other, more sophisticated forms, but none
that have proven reliable in the long run - even protection by hardware, “dongles”, has been
cracked repeatedly.

Cracking can be seen as only one part of the more general process of ‘ripping’,
extracting only those parts of a program package that are deemed necessary. As many new
programs can take up most of the 700+Mb of a CD-Rom, and some even go beyond this (i.e.
span multiple discs), you have to ‘rip’ out a functional version while leaving less vital files (often
help-files and non-essential multimedia) behind. The process of ‘packaging’, compressing files
both internally and into distributable files, complements this. In this process one also adds
informational files. Combined, this can whittle down a program to a far more manageable size,
in the case of application often reducing the size of a package to a mere 20-30% of the original.
This is the delivery size, optimized for transportation over networks and considerate to the
limitations in transmission speed of the average user.

After a package is finished, it goes out to the ‘couriers’. As the name implies, these are
the delivery troops of the scene. A release will go up one site, get picked up by a courier and
spread around other sites, often at or approaching the speed of the network. Couriers also
battle for supremacy, and often go to extreme lengths to be the first to spread a particularly
desirable program. They also go for quantity, and exist in a dependent/semi-antagonistic
relationship with ‘siteOPs’, the operators of the sites warez are spread on. These sites are either
semi- or extremely exclusive, and are for the use of the scene only. From here warez seep out
onto the web, where enthusiast keep up ‘storefronts’ for warez. In effect, this is a divider
between the ‘real’ warez scene and the wannabe warez scene, due to the basically open nature of
the www.

On the net, warez are spread in a more haphazard fashion, drifting from site to site.
Although there are homepages with lists of new and available warez, these are rarely very
reliable and can often be more or less fraudulent. Many such sites seem to exist mainly to
improve their ranking on the various top-lists and to lure visitors to porn-sites in order to earn
referral fees. This said, it is not that hard to find most common programs for free on the www.
Although the selection is far more limited than on the scene proper, standard packages are
abundant and available.

Which brings us to the end-users. Here, end-users are seen as existing wholly outside the
warez scene. Although the established warez guys also function as users, both of the warez
themselves and the field in general, they are not end-users in the sense that the warez
transaction could be seen as ending in them. Instead, there are outsiders that only get their
programs through the web, and that function as a type of final customers for the warez
transactions. These are at best marginal to the scene, and will receive little attention here.

We shall now discuss some of these actors more thoroughly.

Suppliers

In an NFO-file, the group that has released a particular program often lists themselves
under the label ‘Supplier’. Although this can be correct in several ways, I'm using the term to
refer to the people that supply the groups with the original software. Sometimes, as mentioned,
this is in fact the group, e.g. in cases where the original is store-bought. In other cases, the
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‘insider’ is a part of the group, and isn’t credited directly due to concerns about repercussions.
Or, s/he might be just a valued associate without being a direct member. In any case, these
individuals are critical for the scene as originators of the transaction that follows.

In my mind, what makes a good utils group is having inside contacts, and getting stuff from your
work to supply. Back when i first started this stuff, there were no web pages to card software off
of, there was no such thing as “WebWarez”. We all had to scrape our resources to find
something good to release. Back then, there wasn't as much crap as there is today being released.
Certain groups that i wont mention seem to like to get all of their stuff that way. They aren’t a
utils group, but sometimes that stuff is useful.

UncleJohn, Corp leader, being interviewed in NWR; Issue XXII, November 3™ 1998

A good supply/supplier is highly valued, something which can be seen in the general
disdain shown for e.g. the practice of ‘carding’. As the web has become an important
distribution channel for the industry, some groups have specialized in either getting shareware
and cracking it or buying software with illicit credit cards (thus the term ‘carding’). This is often
seen as highly problematic.

Carding is lame, totally lame. Buying is ok, contacts are best!
All carding does is get more people on our backs trying to take us down, cause you're talking real
dollars, not “potential” dollar sales.

kflex, SiEGE leader, being interviewed in NWR; Issue XXII, November 3™ 1998

As can be seen in these quotations, the supply is of some political and moral
importance. A group that ‘merely’ take shareware from the web and cracks it into warez (or just
supply the crackz for people who want to register their shareware or demos for free) is seen as
less of a group than one that picks up commercial software from a shop. Source of supply in
this way creates a hierarchy where nearness to the origin or source is symbolically linked to
legitimacy. Having an inside contact within the software industry is then the ‘highest’ form of
supply, as it proves both the connections of the group and is the most direct source of new
software. Store pick-ups are also seen as worthy, although more pedestrian than having an
insider as a supplier.

Release Groups

Release groups could be described as the real core of the warez scene. Although these
groups are constantly changing, they are what make the rest of the scene possible, by power of
being the main ‘productive’ class. A release group is a supplier of warez - an organization that
obtains programs, manipulates them and releases them in a packaged form. They often have a
clear internal hierarchy and defined specialized functions, and are in many ways organized
much like the software companies they rip off (sic). Originally, the releasers were independent
operators, enthusiasts that did all the work themselves. Although there still are some that work
on their own, almost all warez releasing today is done by groups. The reasons are twofold. One,
the increasing complexity and sophistication of programs and copy protection has made solitary
work more difficult. Two, the race to be the first to release and to release ‘enough’ makes co-
operation more attractive. In many ways the formation of release groups follows the classic
argument concerning organizing as uncertainty avoidance and buffering (see Thompson 1967),
a release group thus being an organization devoted to facilitating the production of warez.
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This facilitation can also be seen in the fact that release groups are highly specialized.
Normally, a group is known as either a games or an apps group, the latter being a group that
only handles applications. Nowadays this simple split has been made more complicated, with at
least seven definite release specializations (games, apps, ISO, trainers/add-ons,
webware/cracking, PDA-ware, consoleware and movies), although the specifics of these are not
important right here. There are groups that have an almost federal structure, i.e. work in several
fields with specialized departments. As an example, Core started divisions such as CoreUtils
and CorePDA in order to enhance the Core ‘empire’. Still, this can be seen as an form of
specialization, and keeping with the simpler split, groups also specialize according to interest
and internal structure. The legendary group Radium only released audio applications, due to
the fact that it consisted of people with a special interest in this type of programs. Also, since
Radium’s core team consisted of people who worked in music shops and the music business
they had easy access to such software. Similar circumstances can create a situation where one
group is said to ‘own’ a particular series of programs, due to e.g. a well-placed supplier.
Normally, a group will want to create a profile/identity that neither places them in a niche
(although there are exceptions) nor makes it seem that they just release what they can get their
hands on. Instead, many aim for a mix where they’ll ideally release high quality but generic
programs and simultaneously programs that set them apart. As an example, Class (a major
games group) release many strategy titles, but also more mass-market stuff such as arcade or
racing games. Such specializations serve the double function of diminishing competition and
creating an identity for the groups, with Radium being the extreme example. Release groups
identify to a great extent with their releases, with marking them as theirs
(“Close_Combat_4_Patch_2-CLS”) being only one aspect of it.

Release groups are also highly instrumental in their thinking. The actual
products/warez are basically just a way to achieve a higher goal, namely to gain a name for the
group. Ideally, each group wants to become the “greatest group in x”, where the X can stand for
gaming, applications, ISOs et cetera. As this can only be achieved through dominating the
scene by releasing more and better warez than any other group, the groups compete fiercely. As
this domination has to be upheld on at least a monthly basis (cf. “a few weeks break”), groups
cannot achieve their goal by unplanned mass-releasing. Instead they, as any active participant in
an economy, have to plan strategically and manage their business much like a company would.
This also involves a division of labor. Typical assignments in a release group can be supplier (see
above), cracker, tester, courier (see separate entry below), stripper, packager and siteOP. Now,
these assignments aren’t defined in any real sense and can be substituted internally (strippers
often pack, crackers test, suppliers can crack and courier, etc.), and the terms can be different in
the different groups. Still, these assignments go some way towards describing what a group does.
A cracker is the person who removes security from the original program. The stripper, who
removes unwanted files and/or compresses such files that can be so handled, supplements him.
While the tester functions as quality control, the packager sees to it that the stripped and
cracked program is made into a package of predetermined size, adds information files and can
additionally add installers. Any self-respecting release group has its own (normally several)
site/server, called a headquarters (HQ, usually so that there is one WorldHQ and several
regional HQs plus some specialized sites), and these need a siteOP. Assignments aside, a group
also has a direct leadership and can have a council/board and formal or informal structures of
seniority. Each group is normally represented by a leader that has been appointed by voting or
on merit, as can be the case with e.g. group founders. Organizing structures in groups thus
closely resemble a classic hierarchy, albeit with some network properties.
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The work of a release group can be described thus: get a program from a supplier, crack
and pack it, give it to the couriers and hope they move swiftly. If you have been the first to do
so with a particular program, you win. You get to bask in the glory of having been the first to
release e.g. “South Park Rally”. All groups compete to be the first, though. If two versions reach
the sites, the one that gets theirs out first wins while the other gets ‘nuked’ (erased) off the sites.
Releasing a program second is referred to as releasing a ‘dupe’ (as in duplicate), and is seen as
unprofessional. Releasing a program that needs a patch or a fix to function properly isn’t quite
as bad, but definitively undesirable. Also, releasing just one program in any given week is seen
as laziness or incompetence. To be taken seriously thus means having to release several fully
functional programs a week, fix all mistakes promptly, and see to it that everything is released as
a first. Generally being a professional. Failure to do so is swiftly and mercilessly noticed and
remarked upon.

PARADIGM:

RELEASES: POINTS:
BLiX_LevelCodes-PARADiIGM 1
South_Park_Rally-PARADIGM 4
Janes_FA18_Regsetup-FixPARADiGM -5
Age_of_Empires_Rise_of_Rome_Update_1.0c:PARADiGM 1
Le_Mans_24 Hours-PARADIGM 1
Janes_ FA18-PARADiGM

Total: 9.5

Comments:

PDM took South Park Rally. No one was suprised. In fact someone promised me a week
ago that they would. Glad I didn’t be against them. In a dull week for the games scene
PDM was the only group of note, but not necessarily for the right reasons.

The Good:
South Park Rally. I still find the show funny, but the last game sucked. Hopefully this
one will be better.

The Bad:
Jane’s needed a Reg Fix. Welcome to Windows Registry for Utter Fucking Morons.
The class will last 3 weeks. Attendance is mandatory for all Paradigm members.

The Ugly:

LeMans 24HRS could have been half the size with audio conversion. PDM themselves
have been proponents of both audio conversion and making releases as small as possible
while keeping quality, so that modem users and users paying for net access can save time
and money. So they should probably practice what they preach. Do the whole foot fit in
that mouth?

From OMG YET ANOTHER GAMES REPORT ISSUE #3 by
The Preacher Kane, printed in NWR; Issue LXXII, January 19" 2000

From the excerpt above we can see how very closely the scene looks at the releases a
group puts out. It is far from enough just to release programs. A kind of internal review grades
each group and release, and sloppiness gets severely criticized. Groups thus have to contend
with two competing inclinations. On one hand there is the strive to be the first, which can lead
to sloppy work. On the other hand there is the demand for perfection, which takes time.
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Although some prestige can be regained by releasing a fix/patch, to have to do so is proof that
you rush releases. If a program is unplayable it is also considered ‘nuked’ (nonfunctional and
therefore erased), which of course is shameful. In addition to this there are policies and
decorum regarding size and stripping to take into consideration. And even if all this is handled
correctly, there is still the behavior of the couriers left to deal with. The road to greatness is
lined with perils.

Couriers

Couriers or ‘currys’ are often seen as the whipping boys of the scene. In the early days,
when the notorious “Humble Guys” were the ruling force of warez, couriers even had to use the
names “slave” followed by a number to access their server. Today, even though their importance
is noted they rarely get the same respect that the release groups do, although this may be
changing. What couriers do is compete, much as the release groups, about who is the first to get
a program onto sites. But whereas groups primarily strive to get a release out and onto one
noted site, couriers strive to get as many programs as possible out on as many sites as possible.

Whereas release groups clearly are in some sense productive, this is slightly more
questionable when it comes to couriers. Basically they are the distribution function of
Warezonia, their job being to copy software from one place to another, something that might
not seem particularly demanding in these networked times. Couriers often compensate this lack
of technological complexity with sly political maneuvering, particularly when it comes to trying
to get ‘pre’s (pre-releases) from release groups. As primacy among the couriers is built upon
getting software to a distribution site before anyone else, it is of utmost importance to be the
first to react when new warez become available. If you can get a group to give you software
before it goes out to a site where every courier with an account can access it, you will have first-
mover advantage. Note that couriers are also engaged in a kind of technological arms race. The
specifics of couriering (a.k.a. trading) might be simple, but in order to be a good courier one
will need a sophisticated setup, often with highly customized ‘shells’. Couriers could be seen as
the optimizing function of the network, engaged in a competition with regards to how well
distribution can be handled.

Each site (of the recognized sites) keeps a tally of the activities of the couriers/traders,
and this can be compiled into a ‘weektop’. A weektop tells us who has been the most active
trader on a particular site or, if the different tallies are combined and compared, tells us who
have been the top traders/couriers and the top courier group at a particular time. As these
counts are done on purely quantitative indicators (read: Mb traded), the temptation to cheat is
substantial. The top trader is the one that has moved the greatest amount of warez, period.

Sure he would be labeled a cheater these days, and he did plenty of underhanded shit to win. But
he did it all, he was able to proxy before anyone even knew what it was. No matter what kind of
lead you had on him during the week, before that weektop reset, he would make sure that he had
pulled ahead of you, either with pre’s or just faking releases to get the extra megs. [...]

I can also recall the countless headaches he gave Druidkin and the Razor net team. We would be
ready to put out a release and all of a sudden it would be (Dupe Darkhosis) and we would all
scurry around and try to figure out where the fuck he got it. Either by hacking a shell or he would
go onto BBS’s and d/1 the release and get it to the net first.

In an eulogy of the “Top courier of all time” Darkhosis by Lester,
Netmonkey Weekly Report; Issue XXVIII, December 22™ 1998
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Even couriers can be ‘dupe’d, and as couriers can just copy and go speed becomes
essential. This has lead to the aforementioned arms race among couriers, as well as protracted
arguments as to what consitutes ‘real’ trading/couriering. At this point it should suffice to say
that couriers are those operators within the warez scene that work with the least constraints and
who therefore compete most fiercely. A result of this has also been that most couriering is done
as a part of a courier group, with groups then battling for supremacy on the ‘grouptops’.
Courier groups are then often affiliated with release groups and run trading sites of their own.
As the battle between couriers is more fierce than between release groups, this also means that
these political dealings are more important for couriers. It would be unfair to state that couriers
are at the mercy of release groups, but there does exist a certain level of dependency.

We Welcome two new sites to our devotion Family You know what site those are already and If
you don’t join #SEiIKOROX and ask JoeCamel about them.

We also welcome nutcase to our Camel Herd . He single handedly stopped a RiSC member from
bribing My DOG with Dog treats so he could trade for them.

We are having a great year thanks to our hard working traders ,siteops and members . Rumours
are that 2 groups will get together to make our life in sites much harder than it really is . This
group will be dessigned to dethrone our little winning streak . RiSC and MnM are also talking
about merging to dethrone IND as number 5 group

- Garoto

From the NFOfile of Devotion, updated on June 4™ 1999

(IND refers to independent releasers, so Garoto is in fact ridiculing the prowess of

RiSC and MnM.)

SiteOPs

A siteOP is normally affiliated with one or several groups, but works more individually
than couriers and releasers. What is involved in this line of work is simply the maintenance and
policing of a particular site. As warez have to be posted and spread for them and the groups to
be noticed, the siteOPs provide crucial infrastructure for the scene. If you want to keep to the
image of a network, siteOPs are the nodes of an otherwise free-flowing rhizome. Wielding total
control of their servers, they have the power to exclude or include people, as well as limiting
access. All changes done on a server are subject to review by a siteOP, meaning that they can
remove or add material or functions at their leisure. They also function as arbiters in disputes,
such as who was the first to release/courier a particular program.

To be a siteOP is to have a position of great responsibility. Although not as public as
e.g. releaser, a siteOP has a very definite position within the scene. They are often closely
identified with their site, so the OP of a popular site is highly thought of. Having ultimate
power in that they can do what they like on their sites they are often called upon to regulate the
scene, as in barring cheaters or nuking releases that are deemed unworthy for whatever reason.
This can also lead to clearly political moves, such as barring good couriers from a site in order
to promote ones own affiliated couriers. With releases this is especially important, as the rule
basically is that the first release that has finished uploading on a server wins priority (while the
runner-up is seen as a dupe). It is often up to the siteOP to nuke releases that have lost this
race. It is also up to the OP to log releases, putting him/her in a position where the control of
information can be a source of power.
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Still, although they have the possibility to exert dominating power over the scene,
siteOPs generally seem to be rather anonymous. Often content with just providing the back-
bone of the warez transaction they ostensibly participate mostly as observers. If we view release
groups as the means of production and couriers as the means of distribution (following a
basically Marxist view of the structures of economy), siteOPs fulfill a role of consumption,
partaking in re-distribution.

The Warez Circle
Summarizing the above, warez become and move as follows:

A supplier acquires a program for a release group. They crack and repackage it, and give
it to an affiliated courier who places it on one of the central HQ-sites. From here, any courier
that has received an account from the siteOP can download it and transfer it to other sites.

Status is acquired through being good at this. Releasers try to be good at getting releases
out, couriers try to be good at spreading the warez and siteOPs try to keep their sites good. The
prestige of members is almost solely a function of the way in which this process of contribution

is handled.

Only the first release counts, anywhere, i.e. release groups compete with other release
groups. Only the first instance of a new warez release on a specific site counts, i.e. couriers
compete against other couriers. SiteOPs want to be on good terms with the best of both groups.
Suppliers do not compete, and are (almost) always respected.

[t is a game, but a serious one.

SOME SOCIO-HISTORICAL ASPECTS OF WAREZONIA®

The Warezonia I talk of is what could be called the new ‘new Warezonia’. There was a
warez scene around long before the PC scene formed. Ippgi (see endnote) claims that the first
similar community in the modern sense was probably an Apple II scene in the late 1970’s.
From 1982 onwards there existed the Commodore 64 scene (which morphed into the Amiga
scene), something that is still referred back to with a certain reverence. Later, driven by
technological standardization in the area of operative systems, the scene migrated to form the
PC scene. Today, despite the disdain towards Microsoft and despite the common use of
Unix/Linux-boxes, most of Warezonia circles around programs created for the Windows
platform.

The original Warezonia existed as a loose network of so called BBS’s (Bulletin Board
Systems). These are servers into which you phone in, i.e. you have to get the phone number for
a BBS to access it. Due to the high costs of calling into these systems, this created a certain
automatic weeding process. By allying themselves with phreakers (people who specialize in
hacking phone systems, i.e. arranging long-distance calls for free), the original Warezonians had
a playing field whose functioning has carried over to the modern scene. BBS’s were expensive,
both for the siteOP (investments in hardware) and the users (if you couldn’t phreak), but were
still dutifully maintained - a golden age, of sorts. A semi-official end date for this scene is
February 1997, when the “infamous Cyberstrike campaign” closed down five of the top systems
in the space of a single week. Even before this there was a strong movement towards the
internet, but after the campaign Warezonia moved permanently to its present address.
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At the moment, Warezonia lives on the internet, and although there might be clusters
of activity outside it, for the purpose of this study Warezonia will be perceived as existing on
and only on the internet. This existence, as has been stated repeatedly, is of a distributed
nature. By this [ refer to the lack of clear hierarchies in the physical make-up of the community,
with Warezonia bring a network in the material sense, consisting of nodes and connections
instead of a centralized and stable structure. If we examine the community historically, we can
see that this networked nature has taken different forms over time. The original BBS scene
consisted of central servers and users acting as terminals. Users did act as connections between
different BBS’s, but as the connection-forms were limited to transmission to or transmission
from these central units, the structure can be viewed as at least semi-centralized. Usually, one of
these centrals acted as a clearing house, constituting the main node of the network. Ipggi refers
to “Park Central”, a BBS located in New York, as “the number one BBS in the world and [...] a
central link for the scene”. It was nodes such as this that were the place of activity, and winning
a release race meant having uploaded an application to such a central server. The job of
distributing these then became the work of couriers who downloaded from one BBS, phoned
in to another and uploaded there. Couriers were thus the links in the network, whereas
releasers (although these could be one and the same person) were more closely affiliated with
particular central nodes. Both the geographical and the systemic centrality of this structure
brought on a set of problems. Dispersal was comparatively slow and the system was easier to
target by the judicial system as files existed centrally and were in the sysOPs private possession.
The benefit of the system was its exclusivity. As participation required acquiring both the phone
number for a BBS and being granted access, keeping unwanted individuals out was easy. This
kept the BBS scene as a rather private affair, although open to attacks from law enforcement. As
the uninitiated could be kept on the outside, the Warezonians could develop a cultural form in
reasonably isolated surroundings.

The constituting proto-network that was the BBS scene made it easy for the
Warezonians to move to the internet. Surprisingly, although one would think that the
possibilities inherent in a far more powerful network would make it irresistible, at first some of
the Warezonians seem to have been wary of it. In the early 1990’s, warez-activity on the internet
was low and most of the action still took place on BBS’s. In the mid-90’s, some groups started
to migrate aggressively to the internet (e.g. Devotion, formed in 1996, who would only courier
on the internet) and the electronic magazine Defacto 2 started their first issue (January 1997) by
reviewing the previous year and stating: “There was the final transition from BBS to Internet
which by the end of the year, left BBS’s a thing of the past”, and a little later: “now at the end
of 1996 BBS’s have lost their importance in the chain of releasing and are now just another
medium to trade to after the program is released on the Internet. Just like the Internet was
two/three years ago”. This move can be said to have affected Warezonia in two ways. One, by
harnessing the power of the internet, the scene grew in strength and could function more
efficiently when some of the barriers inherent in the BBS-structure were removed. Two, the
inherently more open nature of this new environment brought parts of what had amounted to
a secret society out into the open. Most blatantly this happened with #fatefiles, something that
can act as an introductory moral tale from Warezonia.

In 1995 a courier group called Fate was at the top of their game. Well-respected, it had
even managed to assimilate other groups and was seen as a serious player on the scene. If we
read their NFO from October 9" 1995 their president is seemingly very serious about the
groups future:
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Well we’re done pulling our shit together and reorganizing the group, so now it is time to go

into ass-kick mode. Keep an eye on us, cuz we are coming strong, VERY strong, and we are ready
to tear it up and take all. We ARE going to bring back respect to the fATE name by showing
WTF we are made of. We do this with maturity and respect for others, we have nothing to hide.
If you want to be a part of the action, your welcome to be. We require talent, quality, and
commitment.

-aNTi-DeRiVaTiVe
Their NFO from February 20" 1996 is similarly boastful:

Greets from Doobie !!

YO! FATE’s reorganization has left other groups in the wake. Our T3’s and 10 megabit sites
are stocked full of warez! With new releasers & return of exclusives, fATE's kick-ass impact as a
major force in the International Scene is growing in leaps and bounds. The overwhelming support
of our new and hard working staff has astounded me! Appreciates to all my friends on the net!!!
New acquisition interests include: Multi-Node BBS’s and Releasing Groups. Remember the new
image is “Friendly fATE”, feel free to catch me on your #channel and say hello!!!

Doobie

[Senior Courier]

Still, in the beginning of 1997 Defacto 2 writes:

But in 1996 that reputation faded and now it’s non existent. Where did they go wrong? I think
Fate made it’s self too public, especially with #fatefiles a channel where any Joe, Dick or Harry
could come in an download 0-1 day software for nothing. Of cause now days with no major
groups supporting IRC couriers anymore so these channel offer significantly less software which
usually arrives a lot slower. But because of #fatefiles a lot of people with no clue applied to join
Fate, and Fate accepted them with open arms.

With the transition to the internet, IRC became a much-used technology. Internet
Relay Chat is basically a chat-system that can be customized to a great degree. Where Usenet
resembles a bulletin board, with messages arranged in threads and basically open to all, IRC-
channels can be protected in a number of ways and function in real-time so that participants
can chat and distribute files through the same system. Most of the warezchannels were by
invitation only or otherwise restricted. Some, like the IRC ‘presence’ of the Inner Circle (a
mythical group, whose claims to fame also include having been profiled in Wired), take place
on dedicated servers with secret channels. But not so with #fatefiles. Here, breaking with
normal standards of exclusion Fate decided to release prime programs on an open channel,
enabling basically anybody to access the products. This breach naturally caused an uproar in the
community, and several key members left the group. Although technically an excellent way to
distribute warez efficiently, it was immediately deemed an unworthy way to go about ‘this thing
of ours’. What can we learn from this! The medium might be the message, as McLuhan (1964)
stated, but more importantly, the medium changed the rules of engagement within what had
been a privileged society of insiders.

But, in Lester’s Dictionary you might be a lamer if:

You might be a lamer if you think DOOM 2 is a new ware.
You might be a lamer if you start 4 groups in the span of 6 months.
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You might be a lamer if someone in #warez950 tells you they are

Roland of The Wall, and you believe him.

You might be a lamer if you run a courier/release/cracking/coding/ppe group.
You might be a lamer if you run a 1 node 14.4 board.

You might be a lamer if you run a 10 node PD front warez board.

You might be a lamer if you had to change your handle to make yourself look cool.
You might be a lamer if you think FATE is the best couriering group.

You might be a lamer if you hang out in #fatefiles.
You might be a lamer if you are an AOL Pirate out for equal warez.

You might be a lamer if you pay for a netcom account.

You might be a lamer if you have a shareware releasing group.
By Lester [DOD/MALICE/RAZOR/INQ)],

reprinted in NWR Issue XXXVIII: March 10" 1999
(emphasis added)

As Warezonia settled onto the internet, fragmentation began. Where the old system
had been exclusive and thus easy to police, the new system brought on a more multifaceted
perspective. The BBS’s of yore were supplanted by limited access FTP-sites (stands for File
Transfer Protocol). Access to one of these requires knowledge of its IP-address and a user
account, which makes the setup rather similar to the earlier structure. These central sites are
sometimes referred to as ‘distro’-sites, from ‘distribution’, and are for the core community only.
Then there are the aforementioned IRC-channels, that act both as a forum for discussion and
as an additional channel of distribution. These channels are often run over with eager ‘newbies’
(beginners) and are normally rather chaotic. Usenet is sometimes used in a similar manner, but
this seems to be less important nowadays, as it can be closely policed by system administrators
(who usually hate warez, both due to its illegality and how it clogs up a system). And then there
is the World-Wide Web (www). Leaving the technicalities for a moment, the layout of internet
can be said to have created a flow of warez
that encompasses three different fields
(not to scale):

The core of Warezonia, or Warezonia proper, consists of those actors that would have
existed on the BBS scene, and it is this group that I am concentrating on. ‘Actives’ is my title
for those who although they aren’t part of the competition as such partake in it through
facilitating wider distribution. Users, again, are those that are so far removed from the warez
community that they only exist for it by absorbing products, i.e. as uninformed end-users. The
original Warezonia, now only in existence through the reminiscences of the Warezonians,
consisted almost solely of the core. Although some of the core might have been inactive enough
to belong to the ‘active’ category of the model, we can in the original scenes see a tight-knit
community of dedicated and universally approved participants. Put somewhat more succinctly,
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the core competes and the actives spread the message. As the original scene was restricted
enough not to contain a mass of proper end-users, we can track the development of the larger
community through the developments in technology. By migrating to the internet, Warezonia
made it possible for a cadre of actives to partake in the transactions, as systems such as IRC and
Usenet worked as a form of osmotic membrane between the core and such computer users who
craved to be a part of this core, if only due to a craving for free software. Some of these actives
obviously copied part of the social norms of Warezonia and started a wider network of
distribution, i.e. the modern system of ‘warez through the web’. In this new ‘new Warezonia’,
we can see a structure where the originally isolated players become part of a larger system. What
is central, though, is that there exists a strong power discrepancy between the different fields. As
a structure, the core is completely self-sufficient and has no real need for the other fields. The
users are completely dependant on both the releasing power of the core and the distribution
channel of the actives. Importantly, this also holds true for the active, as they are dependent on
the core for commodity to circulate and the users as a reason to circulate. We could thus
separate the modern layout of the warez transactions as being constituted of two separate but
connected systems, one that is self-contained and one that exist through the leakage of the
former. The logic of each system is thus not necessarily similar, although it is possible that a
degree of imitation will occur due to the definite disparity in the power relation.

Returning to the case of #fatefiles, we can see that this by necessity would blur the lines
between the core and the actives, and in extension allow users far too close to the core. As Fate
(or fATE) created an open line to the transactions of the core, the necessary barrier between
core and end-users crumbled. Any ‘lamer’ could easily download releases without either having
traveled through approved channels, thus lessening the distinctiveness of new (0-day) releases.
As the core no longer was sufficiently buffered from its ravenous environment the hard work
that was done within the core was instantly turned into commodities. This could be seen as
threatening to collapse the internal logic of the core. As membership in the core through Fate
no longer could guarantee exclusivity there began a flight from this particular organization. The
end of the story is simple; Warezonia corrected the fault in its system (Fate shriveled away and
#fatefiles closed). But this might go to show that it is important to conceptualize these different
spheres not as a continuum, but as clearly separate fields of action (cf. Gustafsson 2001 and the
concept of ‘idiergy’). If this is true, it cannot be sufficient to analyze the dispersal of illegal
software. Instead, the logic of the fields within which separate instances of transactions are
undertaken must be taken into consideration.

Another aspect that hasn’t been acknowledged to any greater degree here is the
inherent illegality of Warezonia, and the ways in which this has shaped the community. With
the early scenes, this was not all that much of a problem. Although both the police and
companies would strike down upon people who blatantly sold illegal software, the underground
was not pursued in the same manner. One has to keep in mind that software companies had
not yet turned into the supra-national entities they later became, and e.g. Microsoft still had less
political power than most independent nations. As computer companies grew in economic and
political strength, life in Warezonia became increasingly dangerous. The threat of prosecution
and/or semi-legal confiscation of hardware was serious on the old BBS scene, and has only
increased. Operators are naturally wary due to this threat, but in many ways this seems to have
strengthened the internal coherence of the core. As the environment in which it resides is both
politically hostile and technologically flexible Warezonia has developed into a more or less
Byzantine edifice of hidden passages, dead-ends and cunning lures. Overall we can say that the
reaction to the letter of the law within Warezonia is slightly schizophrenic. Two specific
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reactions to the illegality of the transactions can be noted. One, participants sometimes revel in
the ‘outlaw’-imagery such a position entails. This can be observed in the use of group names
such as Pirates With Attitude (PWA), Drink Or Die (DOD) and Shock; ‘cool’ handles for
participants such as Arch-Vile, PaleDeth (sic) and Dizzident; and a general attitude towards the
world as a whole. Easily ignored as mere bluster, not surprising if we keep in mind the general
demographic of the community, this can be seen as a way of creating an internal identity for the
scene. The other reaction is one of political and legal argumentation, mocking and/or serious.

This FTP is a non-profit system, which allows you to sample files before purchasing it. Once you
have seen what the product is like, either purchase the product, or remove it from any and all
disks/places of data storage. Also note, that it is ILLEGAL to copy software, and keep the copy,
without buying the software. Any uploads transferred to the FTP system, are those that the caller
chose to transfer their right and registration to the product to This FTP.

The uploader takes responsibility for the software, as stated above. Since the uploader had
transfered the software, and all the rights of the software, to the FTP, he chooses them to be
made available as demos, to be distributed to those under the intention of fully purchasing the
software, or simply to use as a preview only to be disliked, and therefore removed.

WARNING: If you plan on “pirating” this file and its contents, you may be held accountable,
and prosecuted. Remove the files you downloaded NOW from all data storage units, if this is
your intention. Pirating refers to the act of keeping computer software that someone else has
purchased after you have previewed it, or if you copy the software and distribute it to others.
Also, do not charge money or trade this software to ANYONE!

From the disclaimer of an FTP-site

Is this newsgroup illegal?
Why aren’t software companies more concerned with it?

Technically, in North America, most of Europe, and in parts of Asia, this group violates
copyright laws. Questions have been raised in courts around the world about licensing
agreements, so this is really a gray area. A lot of users do use this newsgroup to EVALUATE
software only, and they tend to buy the products they are most satisfied with. As for software
companies, they, for the most part, turn a blind eye to this newsgroup, as far a prosecution of
individuals goes, because some companies (such as Microsoft) view the transfer of warez as a
necessary evil. Internal memos at Microsoft have stated that their company would not be
anywhere near as successful as they are today if Windows 3.1 was not the most copied software
in history.

From the “Usenet Warez FAQ” by the Inner Circle (1996)

Although disclaimers like these only give the impression of quasi-legality without
actually making the activities any more legal, they are surprisingly popular. Warezonians seem
quite happy to engage in protracted legal argumentation regarding issues such as reverse
engineering and time limits for copyrights’. The ‘24-hour rule’ is often referred to, as many
argue that it is acceptable to have a copy of a program on ones computer for this period in
order to ‘test and evaluate’. In fact, Warezonians often refer to this rule as law, although it is
questionable at best if this would hold true if rigorously tested in court. In the discourse the
letter of the law and opinionated arguments regarding intellectual property are often mixed
together in a manner that reads like editorial comments. Being aware of the implications,
Warezonians seem to have developed a sense for political lobbying, even though this only takes
place within the community. So it might be more correct to term this discourse as moralizing,
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attempting to justify the actions that define the scene. The continuous suspicion that the
outside world displays has in this way created a particular ethics within the community,
something that we could assume affects the transactions in general. If a particular set of
justifications is used, as in the earlier examples with their emphasis on the evaluative function,
these should in all probability affect how both the transactions are viewed and how internal
transgressions are judged.

To state that historical, judicial and technological aspects have made Warezonia what it
is today might seem blindingly obvious. Rules regarding conduct that were created during the
BBS days still live on, the use of technology has had its own impact and larger environmental
forces have molded the community in their own particular ways, which shouldn’t be surprising.
Studying the scene today, we naturally have to keep the social history of the scene in mind, as
many things will be almost incomprehensible without this contextual view. But most important,
perhaps, is to keep in mind the fact that the scene is about as old as the computer networks are.
All aspects of Warezonia are dependent on the technologies of the connected computer. It is
both its possibilities and its limitations that define what the scene is. Although much has been
written about the computer as a revolution, the possibilities it creates for the kind of activities
that are described here have not been sufficiently theorized. As a sub-culture, Warezonia has
access to a technological infrastructure that allows a far larger amount of transactions that is
usually the case. When we consider the growth of cultures, we normally assume that they have a
long period of gestation owing to the amount of interaction needed to create a system of norms.
With advances in technology, interactions can be made denser, i.e. the discourse that creates it
can take place in a rapid and dispersed fashion while still being accessible to all the members of
the emerging culture. It is perhaps this turbo-charging of the sociality that truly defines the
community; in addition with the fact that the community has utilized such technological
benefits for what relatively speaking is a very long time. During this time, additionally enhanced
by the rapid circulation of participants, Warezonia has had the possibility for a socio-genesis all
its own.

<beano> Has the scene lost its goal? the reason it started? you mentioned shadyness

<KVYLENT> well..in a way yes...we dont care about the end user as much as we used to
...nowadays, groups fight over stupid little things, it gets pretty funny when its outta hand. but..in
overall we have many more methods to reach the end user , like nice websites, many more xdcc
offer channels, so overall, it becomes pretty awesome. Scene is increasing, cause fast connections
are increasing, but i still would like the entire scene to be free and not money driven or even trade
driven.

From an interview with ‘Vylent’ printed in United States Courier Report; Issue 82
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III

WAREZ LIFE

AMONG THE WAREZONIANS

[ find it unlikely that anyone except for the most clueless newbie would take me for a
warez dude. And at least some of the real Warezonians will most probably claim mis-
representation, stating that I've gotten them wrong and call me a lamer or worse. Having
studied the Warezonians does not make me one of them, a general assertion that is important
to keep in mind when reading any anthropological or similar text. I shall claim, though, that
['ve learned to understand the working of the scene at least to the extent that I can try to put
some of it into perspective. Although I've never cracked, never couriered and never ran a warez
site, my training as a social scientist has given me some tools with which to analyze these
specific and somewhat odd undertakings. Having originally worked on a project with strong
influences from science and technology studies, I have empathized strongly with the way in
which Bruno Latour’s anthropological work within the Salk Institute is presented in Laboratory
Life (Latour & Woolgar 1979). In the introductory words from Jonas Salk, the obviously
puzzled natural scientist extraordinaire is ambivalent as to what has really been achieved by the
study, but welcomes the bumbling anthropologist in the way a tribal chief would;
magnanimously and with an amused curiosity. Bruno Latour walks into a biological laboratory
and decides (?) to analyze it in the same way as he would have studied a ‘primitive’ tribe.
Watching most closely those phenomena that he is able to make sense of, he studies the literal
writing on scraps, reports and articles that are generated within the laboratory and concludes
that this in a sense is what is created in the lab, inscriptions that get to become scientific facts at
least partly by being too costly to alter. No-one mistakes him for a scientist, as he isn’t one. He
is a partly participating observer, making his own sense of what he observes. Understand that I
do not want to compare this work to that idiosyncratic, already classical and definitively seminal
text. | just sympathize with the position of a philosopher stranded deep in hostile territory. And
just as no one believes Latour to be a biologist, 'm no Warezonian.

Among the Warezonians I did learn to enjoy certain sublime pleasures. Adding a piece
of particularly desirable software to a site, connecting at (what seemed like) the speed of light to
a site brimming with software and helping out someone who “desperately needs disks 12-14” of
WidgetPro all became meaningful enough for me to give me a sense of well-being, a ‘kick’, from
managing them. Working on amassing information about all this, I started to emulate what I
saw taking place around me. The drive among Warezonians to dedicate significant amounts of
their lives to the warez dealings became ever more natural to me. Still, a lot of it seemed (and
still seems) odd, even when I could intellectually grasp it. As any complex set of transactions,
warez has developed systems and functions that cannot immediately be shown to have a causal
relation to a specific need. A lot of the time you are forced to merely catalogue and describe
these, hoping that this in conjunction with other things will shed light on the phenomenon in
general. Much like in the case of Latour’s lab technicians, an anthropologist has to keep taking
note(s), hoping that a thousand scribbles amount to a pattern. Just as culture can be seen as a
pattern emerging from a profusion of separately meaningless occurrences of speech and action,
the researcher can hope for little more than the emergence of a partial understanding from a
gathering of observations.
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To describe my situated knowledge of the warez dealings I feel that I have to step back
and discuss the particular oddities you come across within these. Merely presenting single
releases seems not to be all that telling. In a sense this might have to do with the inevitable
normality that exists in these. We know, far more so than with e.g. a ritual to ensure the fertility
of soil, what a program is and what distribution over networks is. So in order to find the
unknown we sometimes have to remove ourselves from the bigger picture, and seek the

quizzical in the details.

Lists - full of dates, releasers, providers, speed notations,
sizes - of a seemingly endless array of software, waiting
patiently. Lots of duds, 404s, moved files and traps, too. It
takes time to learn to read these 1lists, Tearn the codes and
the vernacular. Also, it takes time to learn how the net deals
with these files, and how one can route around the traps Taid
out for total newbies. This is the outer rim of the warez
world, the web-interface. I know how to work these 1lists, or
at least I think I do. Sometimes I can go on autopilot,
reading release forms, scanning for FTPs, downloading files
just to check a connection. If it says distro, it never is.
You Tearn to bash pop-ups and to deal with the likes of
iDrive, Freedrive and Xoom. Charlie don't surf. Anyone can
surf on the nets. It takes NOTHING. To know what you’re doing
is different. I love the Tists, dealing with thenm,
understanding them. You learn to know when the movement
shifts. The first rule of all strategy is movement. Sometimes
I loose track, fall out of rhythm. Then it can take me days to
find stuff. There was a time when I had more control. Back 1in
‘95 bandwidth was a lot rarer. I had fat pipes, through the
university. Could shift software as fast as anyone, and a Tot
faster than most. Never a real player but still had enough
connections and speed to gain access to some decent hangouts.
Once or twice even to what I think was a distro-site, these
mythical Eldorados of the net. Brimming over with every
conceivable program, run on serious servers by serious
professionals. This 1is the closest I’ve ever come to
infotopia, real cyberpunk. A taste of an alien economy, Tike
something out of Macleod (1995).

Like arcane signs, the languages of these flows are equal
parts silly show and full of information for those who know
even a bit. NFOs with stupid bragging, siteops who want to put
on the airs of the elite. DIZs. And the Tlists, always the
Tists. It is easy to get lost here. Those in the scene really
don’t care if you get it or not. You’re supposed to be able to
sort it out on your own. If you can’t learn to handle
encryption, you’re not welcome. Lamer, newbie, wannabe. This
is not a marketplace, in any normal sense of the world. This
is the scene, or a version of it. You get it or you get out.
They don’t care. Learning the language is part of it. If you
can understand the Tingo, ok. You’11l still have a lot of work
ahead of you. The silly braggadocio in the vernacular mirrors
the structure of the scene. Nothing is stable or permanent.
What you see 1is rarely what you get. Instead, you have to play
too. And all the time I know that I’'m playing in more than one
sense of the word. I'm not truly one of them. There is a world
of warez I never get to. I only read the rumours, the talk
about it all.

Geertz (1973, 1983) advice to present “thick descriptions” is to all appearances easy to
follow. You just have to take on the guise of an author (Geertz 1988), steadfastly describing the
surroundings as you encounter them. But to write a thick description is far more difficult once
one attempts to actually do one. The details that are supposed to form a big picture and a more
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complete understanding seem superficial when written into a narration. The big picture seems
trivial when invoked in a clarification of a detail. And in between is only the actual being there,
the situated knowledge. Among the Warezonians I continuously run into customs and practices
that seem both inherently rational and fundamentally absurd, often at the same time.
Anthropological knowledge, if this is not a contradiction in terms and an expression of
intellectual domination, is in this way slightly schizophrenic. Understanding in a foreign
context can feel like a continuous vacillation between spheres of knowledge. In order to
describe observed practices “thickly” it might be necessary to first take them out of context, only
to insert them back into it slightly later - never standing still for too long. A little like how
Feyerabend (1999, p. vii) confessed to choosing words with the criteria that they “sound right,
must have the right rhythm, and their meaning must be slightly off center”.

DAILY LIFE IN WAREZONIA

My day begins with booting up my laptop. I might have had some coffee and perused a
newspaper, but the warez day begins with the boot-up sequence. Although not connected, 1
have both Intel and Warezonia inside. There are the things I downloaded last night, the new
issue of Netmonkey Weekly Report, some NFOs I leeched from a website. Later I will surf
around aimlessly, check on who seems to be releasing what, listening for rumors. I will lurk on
IRC, hoping that I get hold of some juicy gossip, this just being who I am. Sometimes I wonder
if I should be more open towards the people I'm studying. Now I feel like a ghost, merely
observing, never really interacting. Were 1 a real Warezonian I would be planning my day,
preparing mentally.

WHAT MAKES A GOOD WAREZ RUNNER?

1 Call the “home base” BBS _daily_. Make it the first thing you do (in
conjunction with that first, kick-start-the-brain cup of java, of
course), or the last thing (Letterman boring? Fire up Qmodem!). That's
the only way you can catch the new releases - you know, the ones that
are SO new the ZIP comment’s still damp...

2) PRIORITIZE. Some distribution boards will give you a Tist of
subsidiary BBS’s that need the new stuff ASAP. After that, throw it
up wherever they’ve got the hard disk space. But get it to the
assigned boards FIRST!

3) Keep track of your work. Right from the start, I began keeping stats
on which boards get what warez - as well as any boards that had it
already. (This refers both to couriers for rival groups, when two or
more groups release the same program simultaneously, and casual cross-
pollinators - what I refer to as “the amateurz.”) Periodically upload
your stat reports to “home base,” just to prove that you’re really
doing something with all the shit you’re leeching in the name of
“couriering!” It’s one thing to brag about all the boards you’re
getting the warez to, but when it’s down there in black and white (or
the ASCII equivalent thereof).. well, you know what they say about the
vocal abilities of money, and the ambulatory powers of bullshit.

From “YOU HACK ‘EM, WE HUMP ‘EM or Why YOU Should Be a Software Courier” by
Dixie Flatline (-=EMC=-/®VD ~/UltraTech Courier)

The above is actually a text from the early epoch in warez, the one where BBS’s was the

main/only way in which warez were seriously distributed. Although it consequently is a bit
aged, the basic premise regarding daily life for a Warezonian (in this case, a Warezonian
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courier) still holds relatively well. Warez is for a participant in the community not something
that is done sporadically, but an integrated part of daily life. Even so, to partake in Warezonia
on a daily basis is to a great extent a question of continuously mapping it. As it is a truly global
community, where the major groups strive to have at least one HQ per part of the world (i.e.
North America, Europe, Asia, sometimes Easter Europe/Russia - South America and Africa are
not important parts of the warez world as no area without good and broad net connections is.),
there is continuous action going on. Serious participants must devote considerable time to
keeping up-to-date with what is going on where. As the map of the territories is constantly in
motion, and movement must be upheld, daily life can often consist of re-negotiating ones own
place in the network. Similarly, the absence of permanence when it comes to centralized
locations means that you have to keep tabs on what is currently active and deemed respectable
among the central nodes. Affiliations can change rapidly, and if this is not enough, the
participant must keep an eye out for competitors in order to know what they have done while
you were away. And what they are doing right now.

Sunday morning, seven o’clock, Eastern Standard Time: Mad Hatter gets up, has a glass of
Seagram’s Ginger Ale and a cigarette, and checks his machine, which has been running
automated scripts all night. He looks for errors and then reads his email. He has 30 messages
from all over the world — some fan mail; a couple of flames; a few snippets of interesting
information; three or four requests — some clear, some PGP-encoded. After a quick espresso and
another cigarette, he surveys the contents of a few private FTP sites, filters through a bunch of
new files and then reroutes the good stuff to his newsreader. After breakfast with the family,
another wave of automated scripts kicks in. The ISDN connection hums into life. A steady
stream of bytes — 64Kbps — departs his machine and vanishes into the ether. By the end of the
day Mad Hatter, a ringleader of the software piracy group called the Inner Circle, will have
poured 300 Mbytes of illegal “warez” onto the Internet.

Wired 3.02 UK (February 1997), p. 44

As in computer-mediated communication generally (see e.g. Mann & Stewart 2000),
much of the participants’ cognitive ability is diverted to keeping up with a relentless influx of
information. Although this does not necessarily lead to information overload, the mundane act
of sifting through information flows take up much of the day. For the most dedicated couriers,
there may well be twenty sites you have to keep up to speed with, and still have enough time to
chat with other members of the community. The Warezonians are quite garrulous as a group.
Much of daily warez life is spent chatting. Such talk is rarely structured in any sense, as direct
‘meetings’ are rarely held, and it often covers direct dealing strategies simultaneously with
infantile sexual innuendo. Chatting is much a question about orientation and information
gathering, although this is done in an unstructured manner similar to socialization generally.
This amorphous small talk consequently forms much of the social organizing of the scene.

To a great extent, these different forms of mediated communication characterize daily
life in Warezonia. Much of the day is spent chatting or otherwise interacting with other
members and by ‘checking things out’, scanning for new releases, reading bulletin boards and
observing the flows. And then there is the distribution of warez. Whether you are a releaser,
and thereby put out warez, or a courier, and thereby move warez from one place to another, you
spend a lot of time simply up- or downloading program files. This is of course also a form of
communication, although it lacks the personal immediacy of e.g. chatting. By moving the warez
they are performed, you are “contributing to the scene”. All of these activities are mediated by
and take place within a technological framework. In some sense, daily life here is life through
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and with technology. But (and therefore) it is interesting how little technology actually is
noticed within the scene. One is of course aware of it, knowledgeable about it and interested in
it, but any lengthier observation brings the realization that this technology to a degree has
become tacit. The technological shell of Warezonia is transparent to its inhabitants. A trader
does not go through a complicated act of technological usages, she simply ‘couriers’, reaches
into her HQ and puts a pre onto another server. For the Warezonians, the network is both
tangible and present, whereas the technologies of it are almost transcended.

Everyday life on the scene is often remarkably pedestrian, particularly if we keep in
mind that this is supposedly one of the worst dangers to one of the most important industries
in the new, global economy. As a massive criminal conspiracy it rarely lives up to the promise of
intrigue and excitement that should be inherent in such wickedness. High-tech and political to
the core, Warezonia on an average day is no more interesting than your usual medium-sized
corporation. Despite, or actually because of this mundaneity, I shall try to expound somewhat
on the more run-of-the-mill aspects of the scene, referring back to my earlier point regarding
mundaneity and the problem of interestingness.

Technology

The astute reader will probably have noticed the absence of any more specialized
analysis or description of technology in the text so far. The reason for my reticence to discuss
this is twofold. First, the utilization of technology is far less advanced than you might think.
Warezonians are very adept users of technology, particularly computers and networks, but this
deftness is to my mind not comparable to e.g. that of research scientists, even when it comes to
some of the more adroit hacks. Although there is some technological development that has
occurred solely within the community, Warezonians are above all technology users or
technology adapters. A thorough analysis of technologies could result in me bestowing upon the
participants more technological knowledge than they actually possess, thereby promoting the
fictional view of the computer underground as a haven of malicious super-geniuses. Second, I'm
not particularly competent to do one. A detailed analysis of the technologies is beyond my
capabilities as a researcher, being a social scientist instead of a network engineer. Nor do I want
to mire the reader in a long discussion about technological intricacies that for the participants
on the scene are relatively transparent. Despite these misgivings I do recognize the need for
some description of the technological underpinnings of Warezonia, mainly due to the fact that
this in a way constitutes the modes of production for the society. In addition, the usage of
particular technologies can perhaps be descriptive of the ways in which the particularities of
Warezonian social life have developed. What is important, nay, imperative to keep in mind, is
that the warez scene might give us a perspective on the actual dynamics of these technologies. It
might be that the true promise of these are created in these kinds of communities. So my
reluctance to analyze this technology is less a case of luddism or technophobia than it is a wish
to study this adaptation of exciting new technologies as a lens through which something even
more exciting can be seen. Simply put I wish to downplay technological details in order to see
what technology enables when taken into a context or used to create one.

This said, Warezonia can only be entered through the screen of a computer. Such a
computer additionally must be connected to the nets, which enables the user to reach out into
the community. “Work’ consists of staring into this screen and manipulating objects through it.
Warezonia is created through the participants doing this together, constructing it all as they go
along. Knorr Cetina & Bruegger (2000) have in their study of a similar tribe, that of traders on
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the financial markets, called their corresponding screen an “epistemic object”. Such objects of
knowledge are not fixed, for through them something is continuously articulated. The traders
that were studied treat the screen both as the market itself and as a tool to create it, and this
screen with its plethora of data windows is thus never stable. Instead it is a live thing, something
that is both an instrument and the object of investigation. What the trader - whether she deals
in financial instruments or illegal software is not interesting here - does, is that she observes
numbers and words on a screen and grasps this as something more than raw data, a process of
sensemaking (Weick 1995) that creates the sphere of action in her mind, but simultaneously
makes the re-creation of this sphere possible through her actions in it. The screen shows a mass
of data, and through collective but dispersed action this is made into a meaningful whole.
Knorr Cetina & Bruegger go on to call this “postsocial relationships”. Traders attach to the
market, not to each other. Although everyone knows that the market is a creation of social
interactions, it is perceived as an object of its own, mediated totally through the screen. It is
possible to exist in a relation to this, in fact existing as a trader depends on it, but this requires
that one embed oneself in the technological structure of this object. That which you operate in
exists only through the screen, but to engage with it means to give it (and oneself in it) a nature
beyond what is present in the screen. There is total transparency, but nothing behind this
transparent veil. And this relation can be felt as if it were objectively real.

You are part of the market, you notice every small shift, you notice when the market becomes
insecure, you notice when it becomes nervous, you notice the strong demand ... You notice also
that the demand is much greater than the supply. All this (amounts to a) feeling (for the market).
When you dewvelop this feeling, and not many people have it, the capacity to feel and sense the
market, (etc.).

Trader quoted in Knorr Cetina & Bruegger (2000, p. 159)

Such a feeling for what in effect should be an abstraction created in a technological
simulacrum (Baudrillard 1994) is interesting. Obviously traders feel that they in effect exist in
an almost physical sense within the mediated space, something Turkle (1995) has called “life on
the screen”. Such action at a distance questions the strict division between the social and the
technological, something that has been extensively discussed in e.g. Latour (1992, 1999), and
posits the screen as a social space. Much as Gustafsson (2000) has evoked the image of
managers reaching out and ‘zapping’ things unconcerned by their physical absence (like erecting
scaffolding on another continent merely through the act of management (cf. Law 2000, on
acting on the world through a spreadsheet)), traders reach out into... somewhere... through
their screens, accessing and creating the flow of the economy.

<LordVader> well, in EURO you have way more better links... utwente, hut are the main ones,
all 100mbits, lets say the average of speeds are 600k/s (for top sites) but in the US, links are
pretty much crappy, getting 600k/s is like awesome while trading, and sites are not all
100mbits, mostly 10mbits

<LordVader> EURO: big releases (games) take around 1 min. 2 max.

<LordVader> US: big releases (games) take around 5 min.

<LordVader> and EURQ scene sites are much more stable compare to US, most sites last
around 1 year, there is only around 3 of them that have lasted many years

From an interview with ‘LordVader’ printed in United States Courier Report;
[ssue 88
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As the primary interest here lies on the distribution of warez and not the specifics of
how they are created I will not touch on the technology of cracking software. Here my
capabilities are even more limited, and a description would not be very readable, as it would
have to delve into the use of debuggers, disassemblers and hex editors. Suffice to say that this is
of course done on what could be called an industrial scale, and that the know-how of doing this
is well developed - the work done by release groups is basically reverse engineering, and can be
likened to the actual creation of software. This is not meant as a moral standpoint, but as an
observation regarding the production and labor inherent in warez. I shall return to the question
of production, and here only want to comment that it exists and that I'll pass the programming
technologies of Warezonia by.

What is interesting in Warezonian technology is the way in which the community has
adapted to the rapid changes in information technology, and particularly information networks.
This utilization of possibilities in technological development forms the infrastructure of the scene,
whereas the actual development has taken place outside it. How the development of
information networks has affected the world (and particularly the world economy) has been the
subject of numerous recent books and articles, and a review of these could easily be extended
into a full monograph. There is in these a remarkable unity of vision regarding the fact that
developed networks have had far-reaching consequences, many of which we are as of yet only
partially aware of (see Castells 1998). What is clear is that information technology has changed
some things quite drastically. Through the magic of digitalization, information has been freed
from the limitations of the purely physical. Any information that has been converted into and
therefore exist in digital form can e.g. be duplicated instantaneously and in practically
unlimited copies. These copies can be distributed around the world with little to no delay. A
program created in Seattle can be present in Stockholm in a manner of minutes, at a negligible
cost. When it comes to information products, the economic rules are said to have changed in a
radical and fundamental way (Kelly 1999). Any person that has even a modicum of contact with
the outside world will be aware of the business implications of this, the so-called ‘new
economy’. As many of the limitations regarding access to information, the amount of
information that can be handled and the cost of distribution have been if not eradicated then
significantly lowered, this has ‘introduced economies’. In light of this study, what is ironical is
how the assumption of an all-conquering market has only strengthened with the introduction
of technologies that can bypass that same market. For the Warezonians, technology has enabled
them to give away things on a scale that was unthinkable just a few years back. Whereas it
would be difficult and hideously expensive to copy the drawings to some haute couture, get cloth,
cut & sew, and distribute the finished fashion items globally, doing so with information
products using the new technology is simple and very cost-efficient. The simplicity of giving thus
introduced obviously has some effect.

On to the actual technologies. To some (particularly Warezonians) the description
below might seem inane, and people with some knowledge of the technologies of the nets can
safely skip by most of it. I have tried to keep the explanations on such a level that even someone
who knows relatively little about information networks can understand it, but I feel I must
assume some knowledge of computers and the internet.

We shall begin with noting some things about the ‘real’ Warezonia - as disting